





System Threats

work.

B Worms — use spawn mechanism; standalone program

B Internet worm
Exploited UNIX networking features (remote access) and bugs in
finger and sendmail programs.
Grappling hook program uploaded main worm program.

B Viruses — fragment of code embedded in a legitimate program.
Mainly effect microcomputer systems.
Downloading viral programs from public bulletin boards or
exchanging floppy disks containing an infection.
Safe computing.

B Denial of Service

Overload the targeted computer preventing it from doing any sueful
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The Morris Internet Worm
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FireWall

B A firewall is placed between trusted and untrusted hosts.

B The firewall limits network access between these two
security domains.
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Network Security Through Domain Separation Via Firewall

Internet access from company’s
computers
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Internet company computers

access between DMZ and
company’s computers

DMZ access from Internet .
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Intrusion Detection

B Detect attempts to intrude into computer systems.

B Detection methods:

B System call monitoring

Auditing and logging.

Tripwire (UNIX software that checks if certain files and
directories have been altered — |.e. password files)
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Data Structure Derived From System-Call Sequence

system call distance = 1 distance = 2 distance = 3

open read mmap mmap
getrlimit close

read mmap mmap open

mmap mmap open getrlimit
open getrlimit mmap
close

getrlimit mmap close

close
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Encryption

B Encrypt clear text into cipher text.

B Properties of good encryption technique:

Relatively simple for authorized users to incrypt and decrypt
data.

Encryption scheme depends not on the secrecy of the
algorithm but on a parameter of the algorithm called the
encryption key.

Extremely difficult for an intruder to determine the
encryption key.

B Data Encryption Standard substitutes characters and
rearranges their order on the basis of an encryption key
provided to authorized users via a secure mechanism.
Scheme only as secure as the mechanism.
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Encryption (Cont.)

B Public-key encryption based on each user having two

keys:
public key — published key used to encrypt data.
private key — key known only to individual user used to
decrypt data.

B Must be an encryption scheme that can be made public
without making it easy to figure out the decryption
scheme.

Efficient algorithm for testing whether or not a number is
prime.

No efficient algorithm is know for finding the prime factors of
a number.
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_Encryption Example - SSL

B SSL — Secure Socket Layer

B Cryptographic protocol that limits two computers to only
exchange messages with each other.

B Used between web servers and browsers for secure
communication (credit card numbers)

B The server is verified with a certificate.

B Communication between each computers uses symmetric
key cryptography.
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Computer Security Classifications

B U.S. Department of Defense outlines four divisions of
computer security: A, B, C, and D.

B D — Minimal security.

B C - Provides discretionary protection through auditing.
Divided into C1 and C2. C1 identifies cooperating users
with the same level of protection. C2 allows user-level
access control.

B B - All the properties of C, however each object may
have unique sensitivity labels. Divided into B1, B2, and
B3.

B A - Uses formal design and verification techniques to
ensure security.
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