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Overview

What ist UMB(C?.

UMBEC Center for Information
Security’ and Assurance; (CISA)

Maryland Adaptive and Intelligent
Systems (MAISE)

Distributed trust research
Comments and conclusions



What i1s UMBC

The University off Maryland
Baltimore County. IS

= One of the three research campuses
in the University: of Maryland System

s Ranked in top tier off nation’s research universities--
Doctoral/Researer Unversities-Extens/ve — by the Carnegie

Eoundation

iHas 500 full time and 335 part time faculty, 10K
tindergraduate and 2K graduate; students

llocated 1ni suburban Baltimere County, between; Baltimore
and Washington' DE.

Speciall focus On' SCIENCE, ENgINEEKING, INformation
technolegy and public: policy: with' ~$75MFin external
funding| for research and development
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IT @ UMBC

Information Technology has
UMBC's/largest concentration
of faculty and students

= Over 100 faculty'and more tham 3200 students

Degree programs (graduate and Undergraduate)
=, Computer Science, Computer Engineering, Infermation; Systems,
Electricall Engineering, and Digital Imaging.
Certificate and training pregrams (degree;and nen-adegree)

s Electronic commerce, Information: Security, Web Development,
Systems Administration, Oracle, CISCO, ...

Many: institutes andl centers

s Center'for Wemen and! Information llechnology, Institute for Global
Electronic. Commerce, Center for Information Security: and Assurance,
Center for Photonics, .
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CISA

UMBC Center for
Information Security
and Assurance

Infiormation; Assurance (IA) encempasses the scientific,
technical, and management disciplines reguired to, eEnsure
computer and network security.

CISA Is' anl Interdepartmentall center promoting research
and education Injinfiormation Security, and assurance.

s Involves the Departments ofi Computer Science and Electrical
Engineering, Information Systems, Policy: Science, andi Mathematics

In 2001, The US National Security: Agency: (INSA)

designated UMBC as a Center ol Acadeniic Excellence. i
Inrormation Assurarce Ealcation:
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Security
Research

UMBC facuity and students
are doing| research inimany )
security areas: i - 4
Cryptography and cryptanalysis

Key management protocols and systems

Quantum computing and cryptography

Intrusion detection, isolation and containment

Intrusion tolerant database systems

Survivable Internet Scale Information Systems

Security for mobile and pervasive computing environments
Security for agent based systems

UMBC
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Security
Education

UMBC offers a variety of courses on
security related topics.

Professional certificate training programs
on information assurance. > ﬂ

Graduate and Undergraduate courses onlall'aspects of
Security, Information assurance andl cryptography.

We are currently building arnew: “hackingl lab: which will
dive students hands oni EXPErIENEE N SECUrity
vulnerapilities and how: torprevent them,




Ebiquity
Group

The UMBC Ebiquity group'is
focused on burlding intelligent, adaptive systems for
mobile and/ pervasive environments.

Communication technologies: Bluetooth, 802.115, CODMA, IR.

Sofitware technolegies: Java, Jini, Web, semantic,web), logic
programming, FIPA, ...

Sofitware architectures: multi-agent: systems, Web! CENtiric
SYSLEmS

Applications: for mobile and pervasive computing
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MAIS ; u—**_,gﬁ*fif '

The Maryland Adaptive
and Intelligent Systems .
group has 11 faculty:

EFaculty: Finin, Nierenberg, Nicholas, Peng, Joshi, Kalpakis;
Kargupta, desjardins, Oates, Yoon, Cost

Interests: maching learning, data mining, genetic
algorithms;, agent=based! systems, ontelogies, information
retrieval, machine; tramsiation;, semantic Web:

Applications: ecommerce, bieinformatics, document
translation,, expert systems, Intrusion detection, Web mining,
etc.
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Us
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Open Systems and Agents

Agents ofifer relatively advanced approaches) to
many: of the; problems! fiaced by Medern Open
systems™ suchias the web, mebile computing,
and! pervasive computing. Allfassumed an open,
dynamic, ad hec environment.

Common; ISSUEs:

=) Service description, diScovery, Composition.
= Negotiation for services and Infiormation

s AUuthentication, authorization, andrtrust

s Delegation andl degrees; off autonemy.

s Coordination and! teamwork models



Semantic Web

“Jne Semantic WeD. /s an eExtEersion. o1 thHe CUlierit:
WeD I WG IIOHTIaH0oI. IS gIVER Well-aelined.
[Meaning, berer enaplirg. compULers; ard. PEopIe Lo
WOorK 1l COOpPEraLion. - Berners-LLee, Hendler'and
lLassila, The Semantic \Web, Scientific American,

200)i
TIhe semantic WED) prevides a goodapproeach,
languagde and tools te support agents as Well as

mobile and pervasive computing.
= This isn't obvious, since the SW' seems grounded in the “traditional™

wired web.
= But, the principles which drive it are the right enes for the “open
systems” envisioned! by’ agents as welllas pervasive computing.






Some UMBC Work

IHere are some 0ngoing projects invelving
mobile/pervasive computing and the semantic Web:

Centaurus communication infrastructure

Enhancing Jinitwithr DAML for service
descriptionrand discovery

Enhancing Bluetooth's SDP withr DAMIL
A 'model of distributed autherization and trust
Agents2do - a simple moebile; application
I'talksi—a semantic Webrapplication

See http://research.ebiguity.org/



Centaurus

Centaurus Communication
(Centaurus COMM) provides
a message passing network
architecture that allows
heterogeneous devices to
communicate through
varied communication
mediums in a uniform
fashion

Runs on PDAs and other
small devices
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Enhancing Jini’s registration server G=-

I Tahoc AT
JIET T

JinitisiSunrs technoelogy. fer building “selif describingl and
selfferganizing ™ distributed systems.

Jinitisial very: attractive collection’ of Ideas and
compoenents.

One deficiency Is the Jini registration Servers
INEXPressive approach tor describing services offiered
and sought:

We've produced a modified Jini registration Server
whiichiallews agents teruse DAMLESOILL terdescribne
Services offiered or' sought

Supports reasoning during matching (e.qg., constraint
satisfiaction))



Enhancing Bluetooth's SDP

Bluetooethi isia short-range RE wireless
technology: that suppoerts ad-hec NEWOrKS and
lises) PZP’ pretocols.

Bluetooth Service Discovery: Protocol:
s Simple service discovery: mechamnism
s Services andi attributes represented by UUIDs

s UUID-based matchingl (128 bit number!)

s NO registration, aggredation, multicasting, event
notification

INOL very expressive!



Prototyped Solution

Assume Bluetooth ad=hec networks with' at

least Gne resource rich device (e.g., each room
as a iacilitator):

Enhanced SDP

a Services and attributes described in DAMIL
USINg al “Standard™ entology.

= Allfavailablelnfermation firomr service and
attribute descriptions’ used for matching

u Tifiesitor obtain ¢/osest possible match) g e
s SUpport service; registration: facility;




Delegation; Based Modell for Distributed Tirust

We are developing aldelegation based model for
distributed authorization: and trust for use in both
Wired andl Wireless scenarios.

[FocuUs on trust firomi a “security perspective”

BuUilding om cencepts like authentication,
autherization, rele-basedl access control, public
key: infrastructire, digitalf signatures,
duthoritative, SOUKCES off iInfermation, ete.

Agents make speech actsiabout and reasomn ever
thEse properties and relations.

Grounded in an ontology: represented in DAMIL



What is Distributed Trust

Issues

a No central autnority,

8 /OgagiagEis not possible

m ACCess controli for entities never
Encountered before

We' use: Dystributed Irt/st: to) SeIVE
these ISSUes
trust = policies + credentials +

delegation actions + preoeis
off deontic properties

an HenorstUnversityan Maryland
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Some Scenarios

Supply: Chain Management System
7 Already implemented

Pynamic Wireless Envirenment
v Already’ Implemented

Distributed trust fior FIPA platforms
x Ongoing werk

n Applications
Web Services, e.g. ITTALKS

( )

Pervasive Computing



Scenario 1: Supply Chain Management
Inter-company: information
dCCEss
Sharing/accessingl Infermation,
and performingl actions across
(er'within) erganizations
ave torobserve erganizational policies or

security’and autnorization.
Implemented fior the: NISTE ATIP EECOMS
Project

"

@
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Design for SCM

Companies Nave
Security: policies
Policy entorced by
‘Security agents:
Each agent has any lDrcertificate’ (OX.509)
All'communication Via signed messages

irust and poelicy. inforSpecified as 10gic asSertions
encoded as Norni clauses.

Security agents| reason: te prove aceess, rights and
ISSUe; signed statements; attesting to: them.




How i1t works : Initialization

; ) b
Y = —— George : Manager Resource
S enoeer Security Permission to "~
delegate access
to <resource>

Vendor Client



How it works : Request

Reiql_J rce
(a7




How it works : Delegation

Delegate to

Developers :
Lﬂ—-{ﬁ 3

Susan : Manager

YVendor




How it works : Request

1)

=T

Susan : Manager

YVendor




Scenario 2 : Dynamic
Wireless Environment

Working with dynamic,
ad hoc wireless
environments

ike Blueteoth
= Unknown entities are
Involved
m \Wireless devices are esoUCe POor:
s Authenticate other wireless devices
= Need tor communicate and semetimes; Use
Other devices

an HenorstUnversityan Maryland 31



Vigil : Security based on Distributed Trust
in Dynamic Wireless Environments

Extends Centaurus by addition off simplified SPKI
s Digital certificates ane used to establishi identity.

Uses Dynamic Rol/e Based Access Contio).
s Roles determineadl by credentials off entity/agent/user

s Access rights cani be changed without affecting the
ele

Delegations and revocations are pessibie by,
dutherized entities/agents/Users

Implemented for Blueteoth enabled laptops



Scenario 3 : Distributed Trust For FIPA Agent
Platforms

Sofitware Agents andl Pervasive Computing are; a

Biggest preblemi withrsecurity: isicomplicated
lisage and additional administration

Adding security torthe infirastructire makes it
More acceptable

s \Welare incorpoerating the distributed! trtist modellinte
a widely: used agent platiform, JADE, andits
lightwelight: counterpart, LEAP

Part of our ongoing Woerk



Distributed Trust for an Agent Platform

IS being designedi to) be general, 1.e. easily.
ddaptable torseveral distributed computing
SCEnarios

Tihis moedel will' be extended to; provide Security.
fo)f

s \Web Services
s Penvasive Computing
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FIPA Agent Platform

‘
] £

Agert Platfarm

\gen Director,
Managerment Sciory
Sydtem Facilitator
Message Transport Sysem

Message Transport System

Agent Platform

From FIPA Specifications
http://fipa.org/
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FIPA Agent Platform

iWhite Pa eE----:"u, ‘x’:- YeIIow Pagei
: Serviceg seer et AMS DF “eittr Service i
Agent ID + List of Matching
registered Agent IDs Services

Register

Register its services +
Search for Service

Agent



Security for an Agent Platform

Security: must be enfiorced ati several levels

Communication
s Implemented in most widely: usedfagent platiorm, JADE

AMS (Agent Management: Service)
= Spoofing
= Denial of service
DE (Directory: Facilitator)
= Spoofing
= Denial of service
= False or misleading “advertising™

Adent
s FElexible control over access to itsS services

s Accountability
= Protection from a corrupted AMS andj/or DE



Security for AMS

——————————————————————————————————

AMS verifies the cerTifica‘rei
. Sets role according to policy!
| Gets access rights :

AMS DF

Register +
ID Certificate

UMBC
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Trust certificate
(includes domain role)

AMS DF

Agent Platform

Nonce encrypted
with platforms
public key

Nonce encrypted with
agents Public key +
platform certificate

56



AMS

Securlty for DF

____________________________

Verlfles trust cerhflca‘ra
Checks signature
Gets access rights

Agent Platform

Signed(Register service
desc) + trust certificate

UMBC
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| Verifies trust certificate !
Checks signature
Gets access rights
\Retrieves mm‘chmg servuce

AMS DF
Agent Platform

Signed(query) + trust

tificat
rIHERIE Encrypted with

agents public key
(result of query)

39



Security for an Agent

An agent: can register itselfr with: the AMS as Private;
Secure or Open.

= Private: The AMS will never display the Agent’s ID to any other
agent

= Secure: The AMS will only display the Agent’s ID to an agent that
fulfills certain conditions specified by the former

= Open: The AMS will display the Agent’s ID to all agent

A “Service providing adent™ can register Its services with
the DF asi Private, Secure or Open.
= Private: The DF will not allow any agent to find that service

= Secure: The DF will on/y allow an agent, who satisfies the service
providing agent’s conditions, to find that service

= Open: The DF will allow any agent to find that service



Distributed Trust for an Agent Platform

Preliminary, design based on| eur distributed trust
model

Policy: driven system
s [ncludesirules for role assignment, and access) control

Includes delegations, Pronibitions) 8t FEVeCations
Py agents
x E.gl Anlagent can delegate its ability: te accessia
certain service te another agent by sending a
‘delegation certificate” to the agent or sending the

information to the DE with whichi the senrvice! is
registered

s Working on the effect off entitlements andl obligations



Distributed Trust for an Agent Platform

IHandlesithe fiollowing preblems

s Corrupted AMS and DFE (key: compoenents off aniagent
platfiorm)

s [nsecure delegations

s [Lack off accountability

s Access controll for fereign agents/users
= |Lack ofi central control

m Security’ acress different agent: platforms

Severall o these problems are common to \Web
SEervices and pervasive computing



Ongoing Work

Specifiying entology fer permissions, obligations;
entitlements, pronibitions inf DAML/RDE

Alser model distributedl belief

Encoeded infDAMLE and/oer RDE

Delegating| of permissions, obligations,
entitiements;, pronibitions and Belef

[0 avoid the permission revecation problem we

Use “short lived propesitions”, .d.
My proortiiat dgent xyz 1ias. PEriilSSIon
10, dO) dCLOAX 15 good. UnRtl tmet:



Distributed Belief

A policy specified that “UMBC CSEE faculty are
allowed! torder X, but;Whe are faculty?

Our dtrust Ianglage; allews; Us} to, say.

Ve accepr; ds
a lIUSted SoUIrce) of Iifomation apouULt Iempersip i
U1e) CIass [Py /UImbe, ea)Onto/0gIes/ PEoPIE#Tacuity)”

Jaculty. At nas a human-readable; fiaculty list (In
HIIML)rand (possibly: signed) statements (1n
DAML) asserting Whe: the fiaculty’ are.

Beliefis can be delegated as well

“l aelegate Peler or praAaviseelx, ) o X X /s
a' CSEE faculty, memper:



Root of trust
ohntelogy

State
{Startime, Endtimg)

—

Entity
(kame, Address,
Afﬂiﬂtiun,ﬂwner‘)Type

|
Agent

{FHame ,Diese Actar , Oh
PreCond,PostCond)

Action

S |

Ob jegt Speech ﬁcf

{From, To, Action, Constraint on

Propesition

execution, Constraint on Ta, Const raint

an re-delegation)

Permis=sio

n|| Obligatign

Entitlemean

A

DA

Delegatia Reques
{Proposition) {Action)
|
Permission
PING ¢ 0 AaLIOI ane
o dil@ Pe =



DAML in One Slide

DAML is built on top of
XML and RDF

It allows the definition,
sharing, composition and
use of ontologies

DAML is ~= a frame
based knowledge
representation language

It can be used to add

metadata about anything
which has a URI.

URIs are a W3C standard
generalizing URLs

everything has URI

UMBC
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<rdf:RDF xmins:rdf ="http://w3.01g/22-rdf-syntax-ns#"
xmins:rdfs="http://w3.org/rdf-schema#"
xmins:daml="http://daml.org/daml+o1l#*>
<daml:Ontology rdf:about="">
<daml:imports rdf:resource="http://daml.org/daml+oil"/>
</daml:Ontology>
<rdfs:Class rdf:1ID="Person">
<rdfs:subClassOf rdf:resource="#Animal"/>
<rdfs:subClassOf>
<daml:Restriction>
<daml:onProperty rdf:resource="#hasParent"/>
<daml:toClass rdf:resource="#Person"/>
</daml:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<daml:Restriction daml:cardinality="1">
<daml:onProperty rdf:resource="#hasFather"/>
</daml:Restriction> </rdfs:subClassOf> </rdfs:Class>
<Person rdf:about="http://umbc.edu/~finin/">
<rdfs:comment>Finin is a person.</rdfs:comment>
</Person>

6



A DAML dtrust Example

Susan: ge/egates to, Marty: the ability’ to
access all her files

Between 10.00 am on 8/1/2001 to 12.00 am
on 8/5/2001

IHe IS/ also) alleweadl te) re-age/egate thiss apiity

But he cam only: ré-ge/egatetoragents
afifiliated tor UMBC and! oni one off Susan's; file
called filel23.txt



<I--

<I-=

<l--

<=

A DAML dtrust Example

Susan’s agent -->

susan-agent
UMBC
susan

Marty’s agent -->

marty-agent
UMBE
maty.

all"agents affiliated te: UMBC -->
rdf:ID="umbc-agent”
UMBC

Susan’s file, file123.txt -->
file123.txt

susan-agent
FILE

UMBC
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<!-- all files belonging to Susan -->
rdf:ID="susan-files”
susan-agent
FILE

%% informing the system the meaning of
readfileaccesss

%% add more properties
<!-- ReadFileAction -->
<rdfs:Class rdf:ID="ReadFileAccess">

<rdfs:subClassOf
rdf:resource="#Action"/>

<rdfs:label>ReadFileAccess</rdfs:label>
</rdfs:Class>

78



A DAML dtrust Example (cont)

rdfi:ID="Delegationd”
susan-agent:
martyasent

susan-agent
marty-agent
2001 :8:1:10:00
2001:8:5:24:00

ReadFileAccess
umbc-agent
susan-files

umbc-agent
file123. txt

susan-files

UMBC
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Future Work

Explore the use of XML Signatures
to sign DAML statements
Incorporate a reputation
mechanism to provide sanctions
for failing to follow obligations
Develop specifications for security
policies

Detect conflicting policies

Develop a dfrust language

for web services




