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1. Project Motivation

Security is a basic requirement of any system now because of the nature of global computing. Distributed computing requires exchanging of information among machines over the network, It is more and more important to keep some sensitive information private and secure. Nevertheless,  “completely secure” is impossible and “almost completely secure” is very costly in terms of system resources and services. To balance between system performance and security, we must have a clear design of security policy, meaning what we are trying to protect and how much we want to pay. Network connection is the most significant vulnerability in the modern system, therefore we must pay more attention to the security of networks.
There are many approaches to ensure the security of network in Linux: 

· Configure secure kernel

· Always send password, sensitive data…encrypted over the network

· Provide only necessary system services

· Verify DNS information

· Firewalls

· Monitor the network carefully

· Backup all the important information in case of intrusion

In our project, we investigated several packages that deal with monitoring the network and establishing encrypted connection, installed them on Red Hat 5.1, and analyzed the results.

2. Project Outline

We tried four packages:

· SATAN

· Logcheck

· Sentry

· SSH

The first three are tools used to help the system administrators monitoring the network. The last one is a tool employing a secure protocol to establish encrypted authentication and connection between local machine and remote machines.

2.1 SATAN

SATAN is a port scanner with a web interface. It can recognize and report several common network-related security problems with the analysis and suggested solutions. The author claimed that it works on any UNIX system, but after playing with it, we found that this package has many compatible problems in Red Hat 5.1. Therefore, we searched the relative mailing lists on line and found that the same problems were also reported elsewhere. It was not a surprise that we could not run the package correctly in our system.  

2.2 Logcheck

Any one with some system administration experience knows that checking log file is a very painful job because log files must be read frequently and they contain a lot of noise. Logcheck is a tool that automatically runs and checks system log files, filters them, and reports security violations and unusual activities via email. Logcheck also allows you to specify the patterns of violations to monitor. We installed Logcheck successfully and captured several violations. 

2.3 Sentry

The purpose of this tool is to monitor a particular port/ports against probes. Sentry can detect the port snooping and react in the following four ways:

· indicate via system log

· deny the connection

· route traffic to a dead host

· drop packets

Sentry can operate in six different modes:

· basic port bound TCP or UDP mode

· stealth TCP or UDP scan detection

· advanced TCP or UDP stealth scan detection

We installed Sentry successfully and detected several TCP port activities.  

2.4 SSH(secure shell)

SSH is a suite of programs used as a secure replacement for rlogin, rsh, and rcp to allow user to login to remote system with encrypted connection. It prevents man-in-the-middle attacks and DNS spoofing. SSH have several commands including a server daemon, a client side remote login utility, generation and manipulation tools of authentication keys. We installed all these programs successfully and established an encrypted authentication and connection between two machines.

3. Lessons learned

During the experiment, we learned several lessons that we think are very helpful in future:

· Never run any program without specifying the path. When we installed SATAN, the first problem was running a script named “reconfigure” of the package. After we typed “reconfigure”, the system did not response as it was supposed to do. The reason is that there is another file in the system also called “reconfigure”. Although we have known this warning from some books that we should run this kind of program with the specified path, we never really paid attention until we encountered. Making this kind of mistakes can be very dangerous.

· It will never be a waste of time to read all documents before you actually install any software in your system.

· Although the creator claimed that the software should work in your system, sometimes you still have some compatibility problems. Check the relative mailing lists to see the problems others had.

· Many problems can be understood and solved by looking into source code. This approach may not be the first reaction to problem, but sometime it works.

4. Evaluation of other’s project

After talking with Ye and Xiaosong, I understood their project idea. Their project is to install a cryptographic file system which pushes encryption services into the file system itself and supports secure storage at the system level through a standard UNIX file system interface to encrypted file. I think this is very helpful to increase the security of the system. It ensure a different aspect of system comparing with our project.
