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Abstract

The emergence of the Mobile Ad Hoc Networking (MANET)
technology advocates lf-organized wireless interconnection of
communication devices that would either extend or operate in
concert with the wired retworking infrastructure or, possbly,
evolve to autonomous networks. In either case, the proliferation of
MANET-based appli cations depends on a multitude of factors, with
trustworthiness being ane of the primary challenges to be met.
Despite the existence of well-known security mechanisms,
additional vulnerabilities and fedures pertinent to this new
networking paradigm might render such traditional solutions
inapplicable. In particular, the ésence of a central authorization
facility in an open and dstributed communication environment isa
major challenge, especialy due to the need for cooperative
network operation. In particular, in MANET, any node may
compromise the routing protocol functionality by disrupting the
route discovery process In this paper, we present aroute discovery
protocol that miti gates the detrimental effects of such malicious
behavior, as to provide correct connectivity information. Our
protocol guarantees that fabricated, compromised, or replayed
route replies would either be rejected or never reach back the
querying node. Furthermore, the protocol responsiveness is
safeguarded under different types of attacks that exploit the routing
protocol itself. The sole requirement of the proposed schemeisthe
existence of a security association between the node initiating the
guery and the sought destination. Specifically, no assumption is
made regarding the intermediate nodes, which may exhibit
arbitrary and malicious behavior. The scheme is robust in the
presence of a number of non-colluding nodes, and povides
acaurate routing information in a timely manner.

A. INTRODUCTION

The provision of seaurity servicesin the MANET context
faces a set of challenges edfic to this new technology.
The inseaurity of the wireless links, energy constraints,
relatively poar physical protedion of nodes in a hostile
environment, and the vulnerability of statically configured
seaurity schemes have been identified [4,5] in literature as
such challenges. Neverthdess the single most important
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feature that differentiates MANET is the absence of a fixed
infrastructure. No part of the network is dedicated to support
individually any spedfic network functionality, with routing
(topology discovery, data forwarding) being the most
prominent example. Additional examples of functions that
cannot rely on a central service and which are aso o high
relevance to this work, are naming services, cetification
authoriti es (CA), diredory and other administrative services.

Even if such services were assumed, their availability
would not be guaranteed, either due to the dynamically
changing topology that could easily result in a partitioned
network, or due to congested links close to the node acting
as a server. Furthermore, performance isaes such as delay
constraints on acquiring responses from the asamed
infrastructure would pose an additional challenge.

The absence of infrastructure and the mnsequent absence
of authorization facilities impede the usua practice of
establishing a line of defense, separating nodes into trusted
and non-trusted. Such a distinction would have been based
on a seaurity policy, the posesson of the necessry
credentials and the ability for nodes to validate them. In the
MANET context, there may be no ground for an a priori
clasgfication, since al nodes are required to cogperate in
supporting the network operation, while no prior seaurity
asciation can be assumed for all the network nodes.
Additionally, in MANET fredy roaming nodes form
transient associations with their neighbars, join and leave
MANET sub-domains independently and without notice
Thusit may be difficult in most cases to have a clear picture
of the ad hoc network membership. Consequently,
espedaly in the @ase of a large-size network, no form of
established trust relationships among the majority of nodes
could be assumed.

In such an environment, thereis no guaranteethat a path
between two nodes would be freeof mali cious nodes, which
would not comply with the employed protocol and attempt
to harm the network operation. The mechanisms currently
incorporated in MANET routing protocols cannot cope with
disruptions due to malicious behavior. For example, any
node wuld claim that is one hop away from the sought
destination, causing al routes to the destination to pass
through itself. Alternatively, a mali cious node could corrupt



any in-transit route request (reply) packet and cause data to
be misrouted.

The presence of even a small number of adversarial
nodes could result in repeatedly compromised routes, and, as
a result, the network nodes would have to rely on cycles of
time-out and new route discoveries to communicate. This
would incur arbitrary delays before the establishment of a
non-corrupted path, while successve broadcasts of route
requests would impose excessve transmisson overhead. In
particular, intentionally falsified routing messages would
result in a denial-of-service (Do experienced by the end
nodes. The proposed here scheme @mbats such types of
misbehavior and safeguards the acquisition of topological
information.

Our scheme guarantees that a node initiating a route
discovery will be able to identify and dscard replies
providing false topological information, or, avoid receving
them. Our protocol departs from the Internet related
solutions [2], which require the existenceof atrust structure
that encompasses all nodes participating in routing, and may
rely on network management operations to deted routing
instabilities. Moreover, the novety of our scheme, as
compared with other MANET seaure routing schemes, isthat
false route replies, as a result of malicious node behavior,
are discarded partialy by benign nodes while in-transit
towards the querying node, or deemed invalid upon
reception. Most importantly, the above-mentioned goals are
achieved with the eistence of a seaurity association
between the pair of end nodes only, without the need for
intermediate nodes to cryptographically validate @ntrol
traffic.

The widely accepted technique in the MANET context of
route discovery based on broadcasting query packets is the
basis of our protocol. More spedfically, as query packets
traverse the network, the relaying intermediate nodes
append their identifier (e.g., P addresg in the query packet
header. When one or more queries arrive at the sought
destination, replies that contain the accumulated routes are
returned to the querying node; the source then may use one
or more of these routes to forward itsdata. Relianceon this
basic route query broadcasting mecanism alows our
proposed here Seaure Routing Protocol (SRP) to be applied
as an extension of a multitude of existing routing protocols.
In particular, the Dynamic SouceRouting (DSR) [8] and the
IERP [13] of the Zone Routing Protocol (ZRP) [14]
framework are two protocols that can be extended in a
natural way to incorporate SRP. Furthermore, other
protocols sich as ABR[15] for example, could be mmbined
with SRP with minimal modifications to achieve the seaurity
goals of the SRP protocal.

SRP guarantees the acquisition of corred topological
information in a timely manner, i.e., the route replies that
are validated and accepted by the querying node provide
acaurate nnedivity information, despite the presence of

strong adversaries. The protocol is proven robust against a
set of attacks that attempt to compromise the route
discovery, under the asamption of noncolluding
adversarial nodes.

In the sequel, we review schemes related to the problem
at hand and then present our scheme. First, a concise
overview is provided, followed by the detailed definition in
sedion D. The analysis of the protocol is given next, with a
discusgon of related issuesin sedion F.

B. RELATED WORK

Outside the MANET community, seaure routing in the
Internet has, of course, receved increased attention [2]. The
proposed solutions rely mainly on the eistence of a line of
defense, separating the fixed routing infrastructure from all
other network entities. Thisis achieved by distributing a set
of public keys/certificates, which signify the authority of the
router to act within thelimits of the enployed protocol (e.g.,
advertise cetain routes), and alow all routing data
exchangesto be authenticated, non-repudated and proteded
from tampering. However, such approaches cannot combat a
single malicious router dissminating incorred topological
information. More importantly, they are not applicable in
the MANET context, because of impediments sich as the
absence of afixed infrastructure and a central entity.

Despite the fact that seaurity of MANET routing protocols
is envisioned to be a major “roadblock” in commercial
application of this technology, only a limited number of
works has been published in this area. Such efforts have
mostly concentrated on the asped of data forwarding,
disregarding the asped of topology discovery. On the other
hand, solutions that target route discovery have been based
on approaches for fixed-infrastructure networks, defying the
particular MANET chall enges.

For the probem of seare data forwarding, two
medhanisms that (i) deted misbehaving nodes and report
such events and (ii) maintain a set of metrics refleding the
past behavior of other nodes [23] have been proposed to
aleviate the detrimental effeds of packet dropping. Each
node may choase the ‘best’ route, comprised of relatively
well-behaved nodes; i.e., nodes that do not have history of
avoiding forwarding packets along established routes.
Among the asaimptions for the above-mentioned work are a
shared medium, bi-diredional links, use of source routing
(i.e., packets carry the entire route that beaomes known to
al intermediate nodes), and no colluding mali cious nodes.
Nodes operating in promiscuous mode overhear the
transmissons of their successors and may verify whether the
packet was forwarded to the downstream node and chedk the
integrity of the forwarded packet. Upon detedion of a
mishehaving node, a report is generated and nodes updete
the rating of the reported mishehaving node. The ratings of
nodes along a wel-behaved route are periodicaly
incremented, while recetion of a misbehavior aert



dramatically deareases the node rating." When a new route
isrequired, the sourcenode @l culates a path metric equal to
the average of the ratings of the nodes in each of the route
replies, and seleds the route with the highest metric.

The detedion medanism exploits two features that
frequently appear in MANET: the use of a shared channd
and source routing. Nevertheless the plausibility of this
solution could be questioned for several reasons and, indeed,
the authors provide a short list of scenarios of incorred
detedion. The posshility of falsey deteding misbehaving
nodes could easily create a situation with many nodes
falsely suspeded for along period of time. In addition, the
metric construction may lead to a route choicethat includes
a suspeded node, if, for example, the number of hops is
relatively high, so that a low rating is “averaged out.”
Finally, the most important vulnerability is the proposed
feedback itsdlf; there is no way for the source or any other
node that recaves a misbhehavior report to validate its
authenticity or corredness Consequently, the simplest
attack would be to generate fake alerts and eventualy
disable the network operation altogether. The protocol
attempts new route discoveries when none of the route
replies is free of suspeded nodes, with the excessve route
request traffic degrading the network performance At the
same time, the adversary can falsdy acause a significant
fraction of nodes within the time-out period related to
reinstating from a negative rating and, essentially, partition
the network.

A different approach [24] is to provide incentive to
nodes, so that they comply with protocal rules; i.e., properly
relay user data. The ncept of fictitious currency is
introduced, in order to endogenize the behavior of the
asumed gealy nodes, which would forward packets in
exchange for currency. Each intermediate node purchases
from its predecessor the receved data packet and sdls it to
its siccessor along the path to the destination. Eventually
the destination pays for the recaved packet.? This sheme
asumes the eistence of an overlaid geographic routing
infrastructure and a Public Key Infrastructure (PKI). All
nodes are pre-loaded with an amount of currency, have
unique identifiers, are assciated with a par of
private/public keys and all cryptographic operations related
to the arrency transfers are performed by a physicaly
tamper-resistant module. The applicability of the scheme,
which targets wide-area MANET, is limited by the
asumption of an on-line Certification Authority in the

! Theinitial rating, 0.5, is increased by 0.01 every 200 ms.
Suspeded nodes have arating equal to—100, with the option
for a long timeout period after which the negative rating is
changed back to a positive value.

2 An alternativeimpl ementation, with each packet carrying a
purse of fictitious currency from which nodes remove their
reward, faces different chall enges as well.

MANET context. Moreover, nodes could flood the network
with packets destined to non-existent nodes and posshly
lead nodes unable to forward puchased packets to
starvation. The practicality of the scheme is also limited by
its assumptions, the high computational overhead (hop-by-
hop public key cryptography, for each transmitted packet),
and the implementation of physicaly tamper-resistant
modules.

The protedion of the route discovery process has been
regarded as an additional Quality-of-Service (QoS isse
[17], by choosing routes that satisfy certain quantifiable
seaurity criteria. In particular, nodesin a MANET subnet are
clasdfied into different trust and privilege levels. A node
initiating a route discovery sets the sought seaurity level for
the route; i.e., the required minimal trust level for nodes
participating in the query/reply propagation. Nodes at each
trust level share symmetric encryption and deayption keys.
Intermediate nodes of different levels cannot deaypt in-
transit routing packets, or determine whether the required
QoS parameter can be satisfied, and simply drop them.
Although this £heme provides protedion (e.g., integrity) of
the routing protocol traffic, it does not eliminate false
routing information provided by mali cious nodes. Moreover,
the proposed use of symmetric ayptography alows any
node to corrupt the routing protocol operation within alevel
of trust, by mounting virtually any attack that would be
possble without the presence of the scheme. Finaly, the
asumed supervising organizaion and the fixed assgnment
of trust levels does not pertain to the MANET paradigm. In
esence the proposed solution transcribes the problem of
seaure routing in a context where nodes of a certain group
are asauimed to be trustworthy, without actually addressng
the global seaure routing problem.

An extension of the Ad Hoc On-demand Distance Vedor
(AODV) [16] routing protocol has been proposed [18] to
proted the routing protocol messges. The Seaure-AODV
scheme asaumes that each node has certified public keys of
al network nodes, so that intermediate nodes can validate
al in-transit routing packets. The basic idea is that the
originator of a control messge appends an RSA signaure
[19] and thelast element of ahash chain [2Q] (i.e., theresult
of n conseautive hash calculations on arandom number). As
the messge traverses the network, intermediate nodes
cryptographically validate the signature and the hash value,
generate the k-th element of the hash chain, with k being the
number of traversed hops, and placeit in the packet. The
route replies are provided either by the destination or
intermediate nodes having an active route to the sought
destination, with the latter mode of operation enabled by a
different type of control packets.

The use of public-key cryptography imposes a high
processng overhead on the intermediate nodes and can be
considered unrealistic for awide range of network instances.
Furthermore, it is posdgble for intermediate nodes to corrupt



the route discovery by pretending that the destination istheir
immediate neighbor, advertising arbitrarily high sequence
numbers and altering (either deaeasing by one or arhitrarily
increasing) the actual routelength. Additi onal vulnerabiliti es
stem from the fact that the IP portion of the SAODV traffic
can be trivially compromised, sinceit is not (and cannot be,
due to the AODV operation) proteded, unless additional
hop-by-hop cryptography and accumulation of signaturesis
used. Finally, the assumption that certificates are bound with
IP addresss is unredlistic; roaming nodes joining MANET
sub-domains will be assgned IP addresses dynamically
(eg., DHCP [21]) or even randomly (eg., Zero-
Configuration [22]).

A different approach is taken by the Seaure Message
Transmisson (SMT) [1] protocol, which, given a topology
view of the network, determines a set of diverse paths
conneding the source and the destination nodes. Then, it
introduces limit ed transmisson redundancy acrossthe paths,
by dispersing a message into N pieces, so that succesgul
recgtion of any M-out-of-N pieces alows the
remnstruction of the original messge at the destination.
Each piee, equipped with a cryptographic header that
provides integrity and replay protedion along with origin
authentication and is transmitted over one of the paths.
Upon recetion of a number of pieces, the destination
generates an acknowledgement informing the source of
which pieces, and thus routes, were intact. In order to
enhance the robustness of the feedback medanism, the
small-sized acknowledgments are maximally dispersed (i.e.,
succesdul reception of at least one pieceis aifficient) and
are proteded by the protocol header as well. If lessthan M
pieces were recaved, the source re-transmits the remaining
pieces over the intact routes. If too few pieces were
acknowledged or too many messages remain outstanding,
the protocol adapts its operation, by determining a different
path set, re-encoding undeli vered messages and re-all ocating
piecs over the path set. Otherwise, it proceals with
subsequent message transmissons.

The protocol exploits MANET features such as the
topological redundancy, interoperates widely with accepted
techniques such as urce routing, relies on a seaurity
assciation between the source and the destination, and
makes use of highly efficient symmetric-key cryptography.
It does not impose processing overhead on intermediate
nodes, while the end nodes make the routing dedsions,
based on the feedback provided by the destination and the
underlying topology discovery and route maintenance
protocols. The fault-tolerance of SMT is enhanced by the
adaptation of parameters sich as the number of paths and
the dispersion factor (i.e., the ratio o required piecesto the
total number of pieces). SMT can yield 100 successul
message reception, even if 10 to 20 percent of the network
nodes are malicious. Moreover, algorithms for the seledion
of path sets with different properties, based on different

metrics and the network feedback, can be implemented by
SMT. SMT provides a flexible, end-to-end, seaure traffic
engineeing scheme tail ored to the MANET characteristics.

It is noteworthy that SMT provides a limited protedion
against the use of compromised topological information,
although its main focus is to safeguard the data forwarding
operation. The use of multiple routes compensates for the
use of partially incorred routing information [4], rendering a
compromised route ejuivalent to a route failure.
Nevertheless the disruption of the route discovery can till
be the most effedive way for adversaries to consistently
compromise the communication of one or more pairs of
nodes. Thisiswhere SRP can complement SMT.

SRP safeguards the route discovery and makes use of
cryptographic tods, an indispensable requirement for any
seaurity scheme. Only the end nodes have to be searey
asciated, and thereis no neal for cryptographic vali dation
of control traffic at intermediate nodes, two factors that
render the scheme dficient and scalable. SRP places the
overhead on the end nodes, an appropriate choice for a
highly decentralized environment, and contributes to the
robustness and flexibility of the scheme. Moreover, SRP
does not rely on state stored in intermediate nodes, thus is
immune to mali cious acts not direded against the nodes that
wish to communicate in a seare manner. Finaly, SRP
provides one or more route replies, whose @rredness is
verified by the route “geometry” itsdf. A querying node
acquires corred network connedivity information and the
ability to choose an optimal route, with resped to the
number of hops or another criterion. At the same time, the
overall routing and control traffic overhead under highly
adverse onditions is reduced, and protedion of the end
nodes against attacks that aim at exhausting their resources,
iS provided.

C. THE PROPOSED SCHEME

C.1. Basic Assumptions

We focus on bi-diredional communication between a
pair of nodes. A seaurity association (SA) between the
source node S and the destination nock T is assumed. The
trust relationship could be instantiated, for example, by the
knowledge of the public key of the other communicating
end. The two nodes can negotiate a shared seaet key, eg.,
via the Elli ptic Curve Diffie-Hellman algorithm [7,12], and
then, using the SA, verify that the principal that participated
in the exchange was indedl the trusted node. For the rest of
the discusgon, we assume the eistenceof ashared key K.
The SA is bi-diredional in that the shared key can be used
for control (data) traffic flow in bath diredions. Relevant
state has to be maintained for each diredion though.

The eistenceof the SA isjustified, because the end hosts
chose to employ a seare cmmunication scheme and,
consequently, should be able to authenticate each other. For



example, such agroup (pair) of nodes could have performed
a seaure key exchange [10], or an initial distribution of
credentials. However, the eistence of SA’s with any of the
intermediate nodesis unnecessary. Finally, it isrequired that
end nodes be able to use static or non-volatile memory.

The adversarial nodes may attempt to compromise the
network operation by exhibiting arbitrary, Byzantine
behavior [3]. They are able to corrupt, replay, and fabricate
routing packets. They may attempt to misroute them in any
possble manner and, in general, they cannot be expeded to
properly exeaute the routing protocol. Although a set of
malicious nodes may mount attacks against the protocol
concurrently, we assume that nodes are not capable of
colluding within one step of the protocol exeaution; that is,
within the period of broadcasting one query and reception of
the @rresponding replies. For clarification, we discuss
below an attack mounted by two colluding nodes during a
single route discovery.

The underlying deta link layer (e.g., IEEE 80211 [6])
provides reliable transmisson on a link basis, without any
requirement of data link seaurity services, such asthe Wired
Equivalent Protocol (WEP) function. Moreover, links are
asumed to be bi-diredional, a requirement fulfill ed by most
of the proposed medium accesscontrol protocols, espedally
the ones employing the RTSCTS dialogue. It is also
expeded that a oneto-one mapping between Medium
Access Control and IP addreses exists. Finaly, the
broadcast nature of the radio channel mandates that each
transmisson is receved by al neighbas, which are
assumed to gperate in promiscuous mode.®

C.2. Overview

Our work provides a novel approach to the seaure route
discovery operation for MANET routing protocols.
The proposed here scheme mmbats attacks that disrupt the
route discovery process and guarantees, under the above-
mentioned asumptions, the acquistion of corred
topological information. It also incorporates medanisms
that safeguard the network functionality from attacks
exploiting the protocal itself, in order to degrade network
performanceand posshly lead to denial of service

The source node S initiates the route discovery, by
constructing a route request packet identified by a pair of
identifiers: a query sequence number and a random query
identifier. The source and destination and the unique (with
resped to the pair of end nodes) query identifiers are the
input for the alculation of the Message Authentication
Code (MAC) [9], aong with Ksr. In addition, the identiti es
(IP addresss) of the traversed intermediate nodes are
accumulated in the route request packet.

% |.e, able to owerhear all transmissons from nodes
within the range of their transce ver

Intermediate nodes relay route requests, so that one or
more query packets arrive at the destination, and maintain a
limited amount of state information regarding the relayed
queries, so that previously seen route requests are discarded.
Moreover, they provide fealback in the event of a path
breakage, and in some @ses they may provide route repli es,
asexplained in sedion D.5.

The route requests reach the destination T, which
constructsthe routereplies; it calculates a MAC covering the
route reply contents and returns the packet to S over the
revese of the route accumulated in the respedive request
packet. The destination responds to ane or more request
packets of the same query, so that it provides the source
with an as diverse topology picture as possble* The
querying node vali dates the replies and updites its topology
view.

As an illustrative example, consider the topology of
Fig.1, comprising ten nodes. S queries the network to
discover one or more routes to T. The nodes M, and M, are
two malicious intermediate nodes. We denote the query
reguest as alist {Qst;Ny,Ny,.. N}, With Qs denoting the SRP
header for a query searching for T and initiated by S. Then;,
i#1,k}, are the IP addresses of the traversed intermediate
nodes and ;=S n=T. Similarly, the route reply is denoted
as {Rs;Ny,Ny,..,N}. We now consider a number of scenarios
of possble seaurity attacks by the two mali cious nodes.

Figure 1. Example Topology: S wishes to discover a route
to T in the presence of two mali cious nodes, M; and M,.

Scenario 1: Consider the @ase that when M; receves
{Qst:S, it attempts to misdead S by generating
{Rs;SM;,T}. Not only would S accept such a reply, if a
regular routing protocol were used, but it would most
probably choose this fake route, since {SM;, T} would have
fewer hops than any other legitimate reply. It would also be
receved with the least delay, because of the dose distance
between M; and S The requirement that the request reaches
the destination disall ows any intermediate node to provide a
reply in thismanner, and, thefalsereply packet isdiscarded,

* The number of replies and the time-window the destination
alocates for replies to a spedfic query are design
parameters. Moreover, the source ould provide an indicator
of the required dversity, so that T can regulate the number
of replies.



since M; does not posessKst and cannot generate avalid
MAC.

Scenario 2: Consider the @se in which M; discards
request packets arriving from its neighbars, excluding the
one from node 1. This type of malicious act cannot be
countered, but the mntrolled flooding of the query packets
provides the required robustness By discarding route
request packets, a malicious node partialy narrows the
topology view of S and, to some etend, impedes the
network operation. In esence the malicious node @n
always hide its incident links, but at the same time it
practically removes itsdf from Ss view. Thus, it cannot
inflict harm to data flows originating from S since the
routes chosen by Swould simply exclude M;.

Scenario 3: As asauumed abowve, M; sees and appropriately
relays {Qst;S1,M,}; upon arrival of {Qs1;S1,M,,5,4} at T,
the reply is generated and routed over the reverse path.
When M; recaves {Rs1;S1,M,5,4,T}, it tampers with its
content and relays {Rst;S1,My,Y,T}, with Y being any
invented sequence of nodes. Sreadily discardsthereply, due
to theintegrity protedion provided by the MAC.

Scenario 4: When M, receves{Qs1;S 2,3}, it corruptsthe
acaumulated route and relays {Qs1;SX,.3,My} to its
neighbars, where X is a false, invented IP address (or, any
sequence of IP addresss). This request arrives at T, which
constructs the reply and routes it over {T,M,,3,X,S} towards
S When node 3 receves the reply, it cannot forward it any
further, since X isnot its neighbor, and the reply is dropped.

Scenario 5: In order to consume network resources, M;
replays route requests, which are discarded by intermediate
nodes, since they maintain alist of query identifiers e in
the past. Thisis achieved by the underlying routing protocol
itsdlf, within the limit ations imposed by the size of the query
table. But queriesreplayed after a significant period of time,
will propagate acrossthe network and arrive at T. The query
sequence number, used only by the end nodes for the query
identification, allows T to discard such queries. If the
request header were crrupted, the query would also be
discarded. Similarly, T discards fabricated route requests,
sincemali cious nodes cannot generate valid request MAC.

Scenario 6: Asuume that M, after observing a few route
requests originating from S fabricates sveral queries with
the subsequent query identifiers. The goal of this attack isto
make intermediate nodes gore these identifiers and discard
legitimate, future {Qsr;y,...,n} route requests. The st of
this attack is low (a single route request transmisson per
identifier) and, with the Time-To-Live (TTL) field of the
query packet set to a high value, the affeded network area
may be significantly large. The query identifier values used
by intermediate nodes implementing SRP are ‘unique’ and
random, unlike the query identification field of existing on-
demand routing protocols, whose val ues are amonotonically
increasing sequence Consequently, such an attack cannot

practically affed the protocol operation, becuse of the
extremely low probability of predicting the query identifiers.

Scenario 7: Node M; attempts to forward {Qsr;SM'};
i.e., it spods an IP address Such an act is posshle and at
the routing protocol level the query would propagate
through the network and reach T. Consequently, S would
accept {Rs;SM",1,4,T} as a route. It is apparent that the
connedivity information conveyed by such a reply is
corred. Indeed, al that M; would achieve is to mask its
identity, which in general will be temporary. Thus, the
malicious node would not achieve anything more than its
placanent on a potential S—T route, which would have
been posshlein thefirst place without any IP spodfing.

Scenario 8: Now, let us assume that M; attemptsto return
a number of replies, each with a different spoofed IP
address namey, M;,Mi;y,...M;yj, 1.€, an “extension” of
Scenario 7. This would lead Sto bdlieve that a multitude of
possble routes to T exist, although, in redlity, al of these
routes are ontrolled by M;. As explained in Scenario 1, M,
is not alowed to generate replies, and thus fabricate ones
that contain the spodfed addresses. An aternative way for
M; to mount this attack would be to relay more than one
route requests, placing a different 1P address in each of
them; T would generate the crresponding replies, M; would
relay them back towards the source, and S would have no
choice but to accept them. Fortunately, such an attack is
succesgully countered by our protocol: M;’s neighbors relay
only one route request, with spedfic source and target nodes
and query identifier. For example, nodes 1,3 and 5 will relay
the first of such queries and drop subsequent packets as
previously seen requests, thanks to the broadcast channdl. If
M; modified the query identifier, the forged query would be
forwarded, but T would deted the alteration, due to the
MAC, and drop the request.

The only posshle attack against the protocol would be if
nodes colluded duing the two phases of a single route
discovery. In such a case, they would manage to make the
sourcenode to accept partially falserouting information. For
example, in Fig.1, when M; receves the route request, it can
tunndl it to M,; i.e. discover a route to M, and send the
request encapsulated in adata packet. Then, M, broadcasts a
request with the route segment between M; and M, falsified,
e.g. {Qst;SM1,ZM,}. T recaves the request and constructs
areply, which isrouted over {T,M,,Z,M1,S}. M, receves the
reply and tunnels it back to My, which, then, returnsit to S
As a result, the mnnedivity information is only partialy
corred (in this example, only the first and last link).
However, one pair of colluding nodes can convince S of
only a single false path that will i nclude the two nodes. The
reason is that M, cannot forward a number of requests
towards T using spodfed IP addresses, as explained abowe.
Spedal care is needed for a case similar to Fig.1, where M,
is adjacent to T, with countermeasures discussed in the
sequel. In particular, the application of SMT on top of the



proposed here seaure routing protocol can further mitigate
theimpact of an attack mounted by coll uding nodes.

D. DETAILED PROTOCOL DESCRIPTION

The Seaure Routing Protocol (SRP) introduces a set of
new features that can be incorporated in the mntext of the
underlying basis protocol with low overhead. In principle, it
can retain medanisms, such as the ntrol of the query
propagation, the rate of query generation, and the neighbor
discovery protocol, if present. SRP extends the basic
protocol by enforcing rules on the format and propagation of
route request, route reply, and the eror messages, by
introducing the required additi onal functionality.

In short, SRP makes efficient use of the seaurity
asciation between the two communicating nodes Sand T.
Route request packets verifiably propagate to the destination
(in the general case) and route replies are returned to S
strictly over the reversed route, as accumulated in the route
request packet. Smilarly, route eror messages can only be
generated by nodes that lie on the route that is reported as
broken. In order to guarantee this functionality of crucial
importance, SRP determines explicitly the interaction with
the network layer; i.e, the IP-rdated functionality.
Furthermore, it provides a novel way of query identification,
which proteds the query propagation and the end-nodes
from DoS attacks. Finally, propagating query packets are
handled locally by a priority scheme that enhances the
robustnessand the responsivenessof the protocol.
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IP Header

Basis Routing Protocol Packet

SRP Header

Figure 2. SRP as an extension of areactive routing protocol:
the SRP header (shown in detail i n Fig. 3) isappended tothe
basis routing protocol header (shaded area).

The features introduced by SRP require the addition of a
6-word header, as down in Fig.3. The SRP Header is
integrated into the underlying protocol header structure as
an additional 1P option (Fig.2), and covers most parts of the
routing protocol datagram. Different types of SRP messages
are distinguished with the help of the 1-byte Type field. In
this work, we primarily consider the augmentation of route
request and reply packets and in the sequel each message
type is described individually. However, it is possble for
SRP to operate in a more general setting, where, for
example, aroutereply is appended to a data packet.

D.1. Route Request

A source node S maintains a Query Sequence number
Qs for each dedtination it seaurely communicates with.
This 32-bit sequence number increases monotonically, for
each route request generated by S, and allows T to deted
outdated route requests. The sequence number is initialized
at the establishment of the SA and although it is not all owed
to wrap around, it provides approximately a space of four
billi on query requests per destination. If the entire spaceis
used, a new seaurity asociation hasto be established, in one
of the ways described in C.1.

0 1 2 3
0123456789012345678903425678901
Type | Reserved
Query Identifier
Query Sequence Number
SRPMAC

Figure 3. SRP Header: for a pair of source and destination
nodes, the mntrol message, identified by its Type, is
uniquely distinguished by the pair of identifiers. The
Message Authentication Code (MAC) covers parts of the
message, depending on itstype.

For each outgoing Route Request, S generates a 32-bit
random Query |dentifier Q,p, which is used by intermediate
nodes as a means to identify the request. Q,p is the output of
a seaure pseudorandom number generator [11]; its output is
statisticall y indistinguishable from atruly random oneand is
unpredictable by an adversary with limited computational
power. Since intermediate nodes have limited memory of
past queries, uniquenessand randomnesscan be dficiently
achieved, by using a one-way function (e.g., SHA-1 [27])
and a smal random seed as input. This renders the
prediction of the query identifiers practically impossble,
and combats an attack where malicious nodes smply
broadcast fabricated requests only to cause subsequent
legitimate queries to be dropped.

Both Qip and Qx, are placed in the SRP header, along
with appropriate Type value and the Request Message
Authentication Code (MAC). The MAC isa96-hit long field,
generated by a keyed hash algorithm [9], which calculates
the truncated output of a one-way or hash function (e.g.,
SHA-1 or MD5 [28]). The one-way function input is the
entire |P header, the basis protocol route request packet and
most importantly, the shared key Kst. The Route Request
fields that are updated as the packet propagates towards the
destination, i.e, the accumulated addresss of the
intermediate nodes, and the IP-header mutable fields are
excluded.



D.2. Query Handling/Propagation

Intermediate nodes parse the recaved Route Requests in
order to determine whether an SRP header is present. If not,
they process the packet as described in the basis protocol
spedfication. Otherwise, the intermediate nodes extract the
Q. The source and the destination addresss are also
extracted in order to create an entry in the query table.
Queries with Q,p matching one of the table entries for the
same pair of end nodes are discarded. Otherwise, the
intermediate nodes re-broadcast the route request.

Intermediate nodes also measure the frequency of queries
receved from their neighbors, in order to regulate the query
propagation process On one hand, all nodes sf-regulate
the generation of new route requests, in order to maintain
the wntrol traffic overhead low. On the other hand,
mali cious nodes probably act selfishly and avoid backing off
before generating a new route query, or generate queries at
the highest possble rate, consuming network resources and
degrading the routing protocol performance

In order to guarantee the responsiveness of the routing
protocol, each benign node maintains a priority ranking of
its neighbors according to the crresponding observed rate
of queries. The highest priority is asdgned to the nodes
generating (or relaying) requests with the lowest rate, and
the lowest priority to the neighbars that generate queries
more frequently. Then, quanta ae allocated proportionally
to the priorities and within each classqueriesare serviced in
around-robin manner.

As immediate neighbors of a malicious node observe a
high rate of incoming queries, they update the erresponding
weight (priority). Moreover, not serviced low priority
queries are eventually discarded. In this way, non-mali cious
queries are only affeded for atime period equal to the time
it takes to deted and updite the priority asdgned to a
misbehaving neighbor. At the same time, the round-robin
operation provides additional assurancethat benign requests
will propagate aswell. More importantly, the filt ering of the
suspeded requests will be performed close to the potential
source of mishehavior, and benign nodes farther away from
the adversary will not be affeded, as they will haveto relay
fabricated qLeries at alower rate.

D.3. Route Reply

T validates the recaved route request packet, by first
verifying that it has originated from anodewith which it has
a seaurity binding. Then, Qsq is compared t0 Spa, the
maximum query sequence number receved from S within
thelifetime of the SA. If Qsq < Sax, the request is discarded
as outdated or replayed. Otherwise, T calculates the keyed
hash of the request fields. If the output matches the SRP
header MAC, the integrity of this request is verified, along
with the authenticity of its origin.

The destination generates a number of replies to valid
requests, at most as many as the number of its neighbars, in

order to disallow a possbly malicious neighbor to control
multiple replies. For each valid request, T places the
accumulated route in the route reply packet and the Q,p and
Qs Of the route request in the arresponding SRP header
fields, so that S can verify the freshness of the reply. The
MAC covers the basis protocol route reply and therest of the
SRP header, proteds the integrity of the reply on its way to
the source and offers evidence to S that the request has
indeed reached the destination.

An alternative, more dficient implementation would be
for the destination (T) to sourceroute areply with an empty
payload. The SRP header Type indicates that the packet isa
reply, the sourceroute of the datagram contains the sought
route reversed, and the MAC covers the IP sourceroute, as
created by T. If the reply is deaned valid, S extracts the
node sequence from the reply IP sourceroute and reverses
it, in order to create the S— T route, or, sSmply decmposes
it into its constituent links.

D.4. Route Reply Validation

On reception of a Route Reply, S chedks the source and
destination addresses, Qp and Qs and discards the Route
Reply if it does not correspond to the arrently pending
query. Otherwise, it compares thereply 1P source-route with
the reverse of the route arried in the reply payload. If the
two routes match, S calculates the MAC using the replied
route, the SRP header fields and Kst. Upon successful
verification, Sis asaured that the request, indeed, reached T
and that the reply was not corrupted on itsway from T to S
Moreover, since the reply packet has been routed and
succesdully recaeved over the reverse of therouteit carries,
the route information has not been compromised during the
request propagation; i.e., before arriving at T. Thus, the
connedivity information is genuine.

If the alternative form of reply with empty payload is
returned, it is sufficient to validate the MAC, since the IP
source-route provides the (reversed) route itself and implies
that the reply arrived over this route. Moreover, if an
intermediate node V having an SA with S provides a reply,
the route suffix is accepted as genuine. In other words, Vis
trusted to provide a corred VT route, and the above-
mentioned chedks are performed for the S-V route
segment. If thisis proven to be genuine, then the entireroute
isdeemed genuine.

D.5. Intermediate Node Replies

The aching of overheard routes is a severe vulnerability,
since false topology information can be easily disseminated
throughout a large portion of the network. A mali cious node
can fabricate data packets or route replies, which are, for
example, cached by nodes operating in promiscuous mode.
When such routes are used or provided as replies, more
unsuspeding nodes cache such invalid routes and may use
them in the future.



In order to achieve the required robustness route aching
is not encouraged in general and intermediate nodes are not
required to provide route replies. However, we reali ze that
route aching can improve the dfediveness of the route
discovery process As auch, if an intermediate node V has an
active route to T and an SA exists between Sand V, then, a
reply could be provided to S. This is the only case that the
route request does not actually reach the destination.

This extension of the SRP functionality is enabled by the
Intermediate Node Reply Token (INRT) (Fig. 4), and we
propose here two alternative designs. Let Kg beagroupkey,
i.e., a seaet shared by the members of a small group of
nodes that Sbelongsto. At the sametime, Sand T, as every
pair of the group nodes, have established an SA, i.e,, sharea
seaet key, as previousy discused. Then, INRT is merely
the keyed hash of the route request messge, calculated
exactly as in D.1, apart from the fact that the key is Kg,
instead of Kst. Any group node, namely V, that has an
active route to T validates the request based on INRT and
generates the reply, as described in D.3, using Ksy.
Alternatively, instead of extending the header, the source
node ould smply use K¢ for the MAC calculation. This
would be a plausible solution only if T belonged to the
group as well.
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acknowledgments allow for enhanced detedion of any type
of transmisdon failures. However, this end-to-end approach
does not alow distinguishing benign (due to topology
changes) from mali cious route fail ures.

Thus, route error messages generated by intermediate
nodes are retained in SRP, in order to provide fast detedion
of path breakages. The route eror packets are source-routed
along the prefix of the route reported as broken, and S
compares the route traversed by the error message to the
prefix of the crresponding route. In this way, it can verify
that the provided route eror feedback refers to the actua
route and is not generated by a node that is not part of the
route: The @rredness of the feadback (i.e., whether it
reports an actual failure to forward a packet) cannot be
verified.

For example, in Fig.1, if the route {S1,4,T} had been
chosen, M, could simply generate aroute eror reporting the
(4,T) link breakage, even though the route was intact. In
order to get the eror messageto S M, hasto source-route it
to S and it does © owr {M,,4,1,S for example. Even
though node 4 may not discard such a message®, S will
compare the sourceroute of the eror message to the route
reported as broken, or more spedficaly, the (reverse)
segment reaching the broken link. The comparison fail s, and
the fealback is discarded, since S infers that an outlying
node generated the route.

01234567890123456789012345678901A malicious node lying on an S-T route @an at most

SRP Header

IN Reply Token

Figure 4. Extended SRP Header: the INRT allows
intermediate group member nodes to validate the request
and provide areply.

A different method would be to calculate INRT as a
digital signature; i.e., the hash of the route request encrypted
with the private key of S Then, any receving node @n
validate the request and provide the reply. This mode would
be useful in a scenario that a node does not belong to a
group but ill is earey associated with nodes other than
T.

D.6. Route M aintenance

This function, though not diredly related to the route
discovery, is an integral part of most MANET routing
protocols. Topology changes have to be deteded and the
sources of the affeded routes have to be notified, while
avoiding false or fabricated notifications. This task is
facilitated by the fact that intermediate node aching is
disabled, but route aror messages must be retained even if
SMT is used in conjunction with SRP. The SMT

invalidate the route, mislead Sby corrupting error messages
generated by another node, or by masking a dropped packet
as a link failure. Consequently, a malicious node @n harm
only the route it belongs, something that is possble in the
first placeif it simply dropped or corrupted data packets. On
the other hand, it is important that under normal conditions
the responsivenessof the protocol remains high.

E. PROTOCOL CORRECTNESS PROOF

This fdion presents a formal analysis of the protocol
and verifies that the stated goals are achieved. The analysis
follows the methodology of [25]. Based on a set of
asumptions, the arrent beliefs of the participating
principals are derived from their initial beliefs and
posessons. In particular, we follow the notation and
inferencerulesin [26], and the Appendix provides a concise
referenceto the used notation.

The protocol is abstracted as the exchange of two
messages, a route request and a route reply. The messages
are transmitted over a puldic chanrel; i.e., a sequence of
intermediate nodes that may cause any impairment. The

® In fact, thisis not required and it would pose additional
processng overhead to intermediate nodes. On the other
hand, node 4 could not accept to forward a packet fabricated
by M,, spodfing 4's address in order to convince Sthat the
route message originated from node 4.



idealized form (i.e., the protocol with parts of the messages
that do not contribute to the participants beli efs omitted) is
shown in Fig. 5.

Qst is the route request and H is the Messge
Authentication Code (MAC) function. The relevant fields of
Qsr are the sequence number Qg and the source and
destination node addresses. As for the route reply, denoted
as Rsr, the Qs field binds Rsr to the arresponding Qsr,
and route isthe actual route along which T returnsthereply.

vvvvvvvvvvvvv s (1) Qst, H{(Qs7.Ks7)} g !

""""""""""""""""""" (2) { RS T,route} H{ (RS T,route, KS T)}

Figure 5. ldealized SRP: the protocol viewed as an
exchange of two messages, without the fields that do not
contribute to the participants beli efs.

The initial assimptions are:
(i) SOKgr, SES-IF.T, SONgr, SE#(Nsr)

The sender possess the shared key and it believesiit is
used for mutual prodfs of identity between S and T. It

possesss Nst, the newly generated sequence number, and
beli eves that Nst has not been used before.

(i) TOKgr, TES-PT-T, TONE

The recever also trusts the shared seaet, possesss the
set of sequence numbers e in the past and believes they

were once uttered by S (T <N&;,T[=S|~N&;). If the
message (1) isthefirst transmisson from Sto T (within the
lifetime of the SA) the set of past sequence numbers is
merely the Qs initialized at the SA establishment.
Otherwise, the SA state justifies such a belief, which is our
basis hypothesis. Moreover, Sand T believe they are able to
recognize Qs and Rg, respedively. ®
(iit) SEORst,H(Rs7,Ks 1)), TED(Qs1,H(Qs7:Ks7))
For message (1), we have:

(iv) T< qQST! H(QsTa KST)) T<1(Q3T, H(QsTa KST))

T« (QsTa H(QsTa KST)) T D(QsTa H(Qs,Ta KS,T))
i.e., T sees a packet with the “not-originate-here” property,
that is, it can distinguish, acting asarecever, whether it has
previoudly transmitted the packet in the airrent run.

TOQst . HQst1.KsT)) T H(QseqQup)

TOQst.TOH(Qst.Kst) T OQseq

Similarly to (v), we infer that T possesses the rest of the
fields of Qst. From (i) and (v), using the smple mechanism
explained in D.3, T veifies that Qseq UNE; -

v)

® Due to the fixed-si ze headers fields and the well -defined
structure of contral traffic packets

Consequently, (vi) T E#(Qseq) - T believes that the message

(including the fields that are omitted here) is fresh. Then,
from (i), (iii), (iv), (vi), we get:
K
T<H@Qs71.Ks1), T OQs7.Ks7) TIES U - T,
(vii) T=#(Qs1.KsT)
TIES|~(Qs71.KsT), TIES|~H(Qs7.KsT)

This sgnifies the belief that bath the packet payload and
the MAC originate from S Along with freshness (vi), we
have the sought goal satisfied. We should note that the last
inference does not imply that the sender revealed the shared
key. In fact, the confirmation is independent of this isae.
Moreover, we have assumed that none of the two principals
compromises the shared searet by exposing it.”

Similarly, for message (2), we get:

(Viii ) S |:l(RS,T H (RS,T ) KS,T )) S D(Qseq QID , rOUtQ
SORst,SOH(Rs1,KgT)’ S HQseq

SIE#(Qseq)

S [E#(Qseq route)
And finally

S<H(Rst,Ks1),SO(RsT,Ks7),SEES <08 T,

SE#(Rs1.KsT)
SET[~(Rs7.KsT),SET|[~H(Rs1,KsT)

Accordingly, S believes that the eitire route reply
datagram originatesfrom T and is fresh and, trivially, that T
has constructed route, i.e., the sourceroute of the reply
packet. The asaimption of the non-coll uding nodes implies
that there is no alternative way for the route reply to arrive,
but the one defined in the source-route. Moreover, the reply
is the path along which the route request had propagated,
which implies that the reply content had not been
manipulated prior to its construction by T. Thus, its arrival
at Simpliesthat the crresponding connedivity information
iscorred.

By updating the state at bath ends, we @n repeat the
abowe reasoning to conclude that, if the source increments
Qs and does not repeat it within the lifetime of a SA, the
sought goals are achieved, including the preservation of
message integrity. In avery similar manner, this conclusion
can be reached for the @se of replies generated by
intermediate nodes, under the asuumption that the route
suffix will be correa.®

(ix)

)

"Kgr is used solely during the lifetime of the ST SA.

8 The only way to avoid this assumption is to force the
query to reach the destination. See sedion F. for a
discusgon on the trade-offs of this type of operation.



F. DISCUSSION

An interesting characteristic of the proposed here
protocol isthat it is esential y immune to |P spodfing. Any
intermediate node may use any arbitrary IP address when
queried but, as down by the previous discusgon, the
protocol is capable of capturing the erred and current
connedivity snapshot. However, in practice neighbor
discovery that maintains information on the binding of the
Medium Access Control and IP addreses of nodes can
strengthen the protocol. For example, the priority
mechanism (D.2) would become more dfedive if packets
were discarded when relayed by the same data link
interface i.e., the same Medium Access Control address
with more than onedifferent IP addresses. Then, amali cious
node would not be able to forge different IP addressin
different packets it relays, or, in other words, mask its
misbehavior by appearing as a number of different nodes,
and thus avoid being delegated to alower priority.

Nevertheless the issue of fair utili zation of the network
resources and possble ways to dismay nodes from
broadcasting at the highest possblerate is beyond the scope
of the seaurity of routing protocols. For example, a
mali cious node @uld smply use IP broadcast instead of the
route discovery querying mechanism. It isimportant though
to defend nodes from attacks that exploit the protocol itsdf,
and SRP provides protedion against clogging DoS attacks.
The replay protedion at the end nodes, the use of the
computationally inexpensive HMAC and the avoidance, in
general, of any cryptographic validation by intermediate
nodes are such features. These features are mmplemented
by the scheme that regul ates the propagation of queries. Asa
thought for future work, it would be interesting to
investigate whether the use of soft state at intermediate
nodes would further contribute to the protocol efficiency in
a non-benign environment.

Moreover, it isimportant that the appli cation of SRP does
not severdly affed the dficiency of the basis protocol under
benign conditions. On one hand, in the same MANET
subnet, nodes that implement SRP can co-exist with nodes
that do not. In the absence of adversaries, the only overhead
would be imposed on the nodes exeauting SRP. On the other
hand, posshle optimizations incorporated into the basics
protocol can retain the dfediveness of the protocol in
conjunction with SRP; an example is route shortening [8]
that can be applied duing the query propagation phase,
based on knowledge of an active route. Finaly, the fixed
transmisson overhead of 24 (or 27) bytes per control packet
beames less sgnificant as wirelessnetwork speealsincrease
to abowe the arrent state-of-the-art of 11Mbyps.

As $own abowe, the basic form of SRP that requires the
propagation of queries to the destination is robust to
malicious behavior. It is noteworthy that this datement
remains true, in the absence of collusion, even if the
destination node attempted to provide false replies. On the

other hand, the provision of replies from intermediate nodes
can achieve the same level of asarance only if a trusted
node is asumed to provide a corred route segment. The
reason is that even if some type of HMAC or signature from
T were placed in the reply by V, it would till be possble for
a stale VT route segment to be provided, given that S
cannot be asared of theV - T state. In practice, the usage of
the SA-spedfic key (i.e., Ksy) for such replies limits the
effeds of this potential residual vulnerahility.

G. CONCLUSIONS

In this paper, we proposed an efficient seaure routing
protocol for mohile ad hoc networks that guarantees the
discovery of corred connedivity information over an
unknown network, in the presence of malicious nodes. The
protocol introduces a set of features, such asthe requirement
that the query verifiably arrives at the destination, the
explicit binding of network and routing layer functionality,
the @mnsequent verifiable return of the query response over
the reverse of the query propagation route, the acceptance of
route eror messages only when generated by nodes on the
actual route, the query/reply identification by a dual
identifier, the replay protection of the sourceand destination
nodes and the regulation of the query propagation.

The resultant protocol is capable of operating without the
existence of an on-line cetification authority or the
complete knowledge of keys of all network nodes. Its le
requirement is that any two nodes that wish to communicate
seaurely can simply establish a priori a shared seaet, to be
used by their routing protocol modules. Moreover, the
corredness of the protocol is retained irrespedive of any
permanent binding of nodes to IP addresses, a feature of
increased importance for the open, dynamic, and
cooperative MANET environments.

APPENDIX
The basic notation used in E. isprovided here, asin [26].

X and Y areformulas, P and Q are principals, K isa shared

seaet and C is a statement.

« (X,Y): conjunction of two formulas; it is treated as a set
with properties of asociativity and commutativity.

« *X: Not-originated-here formula property. If P is told X
(seebelow), it can distinguish it did not previously convey
Xin the arrent run.

« H(X): aone-way function of X.

Basic Statements

* P« X :PistoldformulaX.

e POX : P posssss or is capable of possessng formula
X.

e P|~ X : Ponce onveyal formulaX.

* PE#(X): P believes or is entitled to believe that
formula X is fresh.



PIE@(X): P believes or is entitled to believe that

formula X is reoogrizable, that is, P has cetain

expedations about the @ntents of X before actualy

recaving it.

« PP {f - Q: Pbhelievesor is entitled to believe that
K isasuitable seaet for P and Q.

» C1,Cy: conjunction of two statements, treated as a set
with properties of associativity and commutativity.

*+ P[EC: Pbelievesor isentitled to believe that statement
C hads.

* The horizontal line separating two statements or

conjunctions of statements ggnifies that the upper

statement implies the lower one. For example,

P <(X,Y) . . N .

pax reads: P beingtold aformulaimplies P being
<

told each of the formula’s concatenated components.
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