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ABSTRACT

Pairwise key establishment is a fundamental security seisisen-
sor networks; it enables sensor nodes to communicate $guiitie
each other using cryptographic techniques. However, dthestce-
source constraints on sensors, it is infeasible to usetitvadl key
management techniques such as public key cryptographyend k
distribution center (KDC). To facilitate the study of noyalirwise
key predistribution techniques, this paper presents argefiame-
work for establishing pairwise keys between sensors on éiséesb
of a polynomial-based key predistribution protocol [2]. iFpa-
per then presents two efficient instantiations of the gerieame-
work: arandom subset assignmeky predistribution scheme and
agrid-basedkey predistribution scheme. The analysis in this paper
indicates that these two schemes have a number of nice fiesper
including high probability (or guarantee) to establishrpie keys,
tolerance of node captures, and low communication overhEad
nally, this paper presents a technique to reduce the cotmputzt
sensors required by these schemes.

Categories and Subject Descriptors

C.2.0 [Computer-communication networkg: General-security
and protection

General Terms
Design, Security

Keywords

key management, sensor networks, probabilistic key sfparin

1. INTRODUCTION

Distributed sensor networks have received a lot of attanto
cently due to their wide application in military as well asilian
operations. Example applications include target tracksuien-
tific exploration, and monitoring of nuclear power plantssnSor
nodes are typically low-cost, battery powered, and higasource
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constrained, and usually collaborate with each other toraptish
their tasks.

Security services such as authentication and key managemen
are critical to secure the communication between sensadnesn
tile environments. As one of the most fundamental secusty s
vices, pairwise key establishment enables the sensor todes-
municate securely with each other using cryptographicriegtes.
However, due to the resource constraints on sensor nodssiat
feasible for sensors to use traditional pairwise key efstaiment
techniques such as public key cryptography and key distoibu
center (KDC).

Eschenauer and Gligor proposed a probabilistic key préalist
tion scheme recently for pairwise key establishment [5k Tain
idea was to let each sensor node randomly pick a set of kegs fro
a key pool before deployment so any two sensor nodes have a cer
tain probability of sharing at least one common key. Chanl.et a
further extended this idea and developed two key predigtdb
techniques:g-composite key predistribution and random pairwise
keys scheme [4]. The-composite key predistribution also uses a
key pool but requires two sensors compute a pairwise key &bm
leastq predistributed keys they share. The random pairwise keys
scheme randomly picks pairs of sensors and assigns each pair
unique random key. Both schemes improve the security ower th
basic probabilistic key predistribution scheme.

However, the pairwise key establishment problem is still no
solved. For the basic probabilistic and freomposite key predis-
tribution schemes, as the number of compromised nodesaisese
the fraction of affected pairwise keys increases quickly.aAesult,

a small number of compromised nodes may affect a large dracti
of pairwise keys. While the random pairwise keys schemerdbes
suffer from the above security problem, given a memory cairst
the network size is strictly limited by the desired probipithat
two sensors share a pairwise key and the number of neighldesno
that a sensor can communicate with.

In this paper, we develop a number of key predistributiomtec
niques to deal with the above problems. In order to facditiie
study of new key distribution techniques, we first develogaagal
framework for pairwise key establishment based on the mothyal-
based key predistribution protocol in [2] and the probabiti key
distribution in [4, 5]. All the previous schemes in [2, 4, Bg&pe-
cial instances in this framework. By instantiating the comgnts
in this framework, we further develop two novel pairwise kag-
distribution schemes: mndom subset assignmestheme and a
grid-basedkey predistribution scheme. Finally, we present a tech-
nique to reduce the computation at sensors so that our ssheane
be implemented efficiently.

Our analysis indicates that our new schemes have some nice
features when compared with the previous methods. In partic



lar, when the fraction of compromised secure links is lessth
60%, given the same storage constraint, the random sutsghas
ment scheme provides a significantly higher probability rfon-
compromised sensors to establish secure communicationtliea
previous methods. Moreover, unless the number of compsamis
sensors sharing a common polynomial exceeds a threshatd, co
promise of sensors doesn’t lead to the disclosure of kegbkstted

by non-compromised nodes. Similarly, the grid-based seheas

a number of attractive properties. First, it guaranteesahg two
sensors can establish a pairwise key when there is no compro-
mised sensors, provided that the sensors can communictte wi
each other. Second, this scheme is resilient to node conigeEom
Even if some sensors are compromised, there is still a higb-pr
ability to establish a pairwise key between non-comprochisen-
sors. Third, a sensor can directly determine whether it stabdéish

a pairwise key with another node and how to compute the psérwi
key if it can. As a result, there is no communication overhead

ing the discovery of shared keys.

The rest of this paper is organized as follows. Section 2sgive
an overview of the polynomial based key predistributiortégue.
Section 3 presents the general framework for polynomial ipased
key predistribution. Sections 4 and 5 describe two insations
of the framework. Section 6 presents the technique to rethee
computation at sensors. The related work is discussed itioBec
7. Section 8 concludes this paper and points out some fugdre r
search directions. The appendix gives the proof of a Lemrag th
guarantees the security of the technique presented inoBeg:ti

2. POLYNOMIAL-BASED KEY PREDISTRI-

BUTION FOR SENSOR NETWORKS

In this section, we briefly review the polynomial-based keg-p
distribution protocol in [2], which is the basis of our newcle
niques. The protocol in [2] was developed for group key mieHi
bution. Since our goal is to establish pairwise keys, forpticity,
we only discuss the special case of pairwise key establishine
the context of sensor networks.

To predistribute pairwise keys, the (key) setup server garig

t

generates a bivariatedegree polynomiaf (z,y) = > aiz'y’

1,j=0
over afinite fieldFy,, whereg is a prime number that is large enough
to accommodate a cryptographic key, such that it has thesprop
of f(z,y) = f(y,z). (Inthe following, we assume all the bivariate
polynomials have this property without explicit statemptitis as-
sumed that each sensor has a unique ID. For each setisesetup
server computes golynomial sharef f(z,y), thatis,f (i, y). For
any two sensor nodesand;, nodei can compute the common key
f (i, 7) by evaluatingf (¢, y) at pointj, and node can compute the
same keyf(j,4) = f(4,7) by evaluatingf (4, y) at point:.

In this approach, each sensor nadeeeds to store &degree
polynomial f (4, ), which occupiegt + 1) log ¢ storage space. To
establish a pairwise key, both sensor nodes need to evahmte
polynomial at the ID of the other sensor node. (In Section &, w
will present techniques to reduce the computation requoeval-
uate polynomials.) There is no communication overheachdutie
pairwise key establishment process.

The security proof in [2] ensures that this scheme is uncondi
tionally secure and-collusion resistant. That is, the coalition of no
more thant compromised sensor nodes knows nothing about the
pairwise key between any two non-compromised nodes.

It is theoretically possible to use the general group ketridis-
tion protocol in [2] in sensor networks. However, the steragst
for a polynomial share is exponential in terms of the growe,si

making it prohibitive in sensor networks. In this paper, wdl w
focus on the problem of pairwise key establishment.

3. POLYNOMIALPOOL-BASEDKEY PRE-
DISTRIBUTION

The polynomial-based key predistribution scheme disclgse
Section 2 has some limitations. In particular, it can onlgiate no
more thant compromised nodes, where the value &f limited by
the memory available in sensor nodes. Indeed, the largensose
network is, the more likely an adversary compromises maaa th
sensor nodes and then the entire network.

To have secure and practical key establishment technigues,
develop a general framework for key predistribution basedhe
scheme presented in Section 2. We cafiotynomial pool-based
key predistributionsince a pool of multiple random bivariate poly-
nomials are used in this framework. In this section, we fanuthe
discussion of this general framework. In the next two sestiove
will present two efficient instantiations of this framework

The polynomial pool-based key predistribution is inspibgd5]
and [4]. The basic idea can be considered as the combination o
polynomial-based key predistribution and the key pool idsed
in [5, 4]. However, our framework is more general in that bads
different choices to be instantiated within this framewankluding
those presented in [5, 4] and our later instantiations irtiGes 4
and 5.

Intuitively, this general framework uses a pool of randogy-
erated bivariate polynomials to help establish pairwisgskee-
tween sensors. The polynomial pool has two special casegnWh
the polynomial pool has only one polynomial, the generainfra
work degenerates into the polynomial-based key predigidb.
When all the polynomials ar@-degree ones, the polynomial pool
degenerates into a key pool [5, 4].

Pairwise key establishment in this framework is performed i
three phasessetup, direct key establishmeaindpath key estab-
lishment The setup phase is performed to initialize the sensors
by distributing polynomial shares to them. After being dgeld,
if two sensors need to establish a pairwise key, they firengit
to do so through direct key establishment. If they can sisfalig
establish a common key, there is no need to start path keylisbta
ment. Otherwise, these sensors start path key establishiryémg
to establish a pairwise key with the help of other sensors.

Phase 1: Setup

The setup server randomly generates &Set bivariatet-degree
polynomials over the finite field,. To identify the different poly-
nomials, the setup server may assign each polynomial a eizju
For each sensor nodgthe setup server picks a subset of polynomi-
alsF; C F, and assigns the polynomial shares of these polynomi-
als to node.. The main issue in this phase is thebset assignment
problem, which specifies how to pick a subset of polynomiadmf
F for each sensor node.

Phase 2: Direct Key Establishment

A sensor node starts phase 2 if it needs to establish a pairwis
key with another node. If both sensors have polynomial shane
the same bivariate polynomial, they can establish the [sérkey
directly using the polynomial-based key predistributiagscdssed
in Section 2. Thus, the main issue in this phase ispiblgnomial
share discoverproblem, which specifies how to find a common bi-
variate polynomial of which both sensors have polynomialreb.
For convenience, we say two sensors haseaure linkf they can
establish a pairwise key through direct key establishment.

Here we identify two types of techniques to solve this proble
predistributionandreal-time discovery



Predistribution : With this type of techniques, the setup server
predistributes certain information to the sensors, sodhan the
ID of another sensor, a sensor node can determine whethan it ¢
establish a pairwise key with the other sensor. A naive ntetho
is to let each sensor store the IDs of all the sensors with lwitic
can directly setup a pairwise key. However, this naive nbthas
difficulties dealing with the sensors that join the netwonktioe fly,
because the setup server has to inform some existing seaismurs
the addition of new sensors.

The drawback of predistribution methods is that an attaaiaey
also know the distribution of the polynomials. As a resuig at-
tacker may precisely target at certain sensor nodes, ditggo
learn polynomial shares of a particular bivariate polyraimiThe
following alternative way may avoid this problem.

Real-time discovery Intuitively, real-time discovery requires
two sensors to discover on the fly whether they both have poly-
nomial shares of a common bivariate polynomial. As one possi
ble way, two sensors may first exchange the IDs of polynomials
of which they both have shares, and then try to identify tha-co
mon polynomial. To protect the IDs of the polynomials, thesse
node may challenge the other party to solve puzzles instedid-o
closing the IDs of the polynomials directly. For exampleings
the method in [5], sensor nodenay broadcast an encryption list,
a, Ex,(a),v = 1,...,|F;|, whereK, is a potential pairwise key
the other node may have. If nogean correctly decrypt any one of
these, it can establish a pairwise key with ned&he drawback of
real-time discovery is that it introduces additional conmication
overhead, which does not appear in the predistributioncambres.

Phase 3: Path Key Establishment

If direct key establishment fails, two sensor nodes willné&y
start phase 3 to establish a pairwise key with the help ofrcibie-
sors. For the sake of presentation, we call a sequence orede
path or key path since the purpose of such a path is to establish
a pairwise key. To establish a pairwise key with ngda sensor
node: needs to find a path between itself and ngaeich that any
two adjacent nodes in the path can establish a pairwise kegthji
Then either nodeéor j initiates a request to establish a pairwise key
with the other node through the intermediate nodes alongatie
A subtle issue is that two adjacent nodes in the path may rablee
to communicate with each other directly. In this paper, wvaiase
that they can discover a route between themselves so thaagess
from one node can reach the other.

The main issue in this phase is the&th discoverproblem, which
specifies how to find a path between two sensor nodes. Sinilar t
phase 2, there are two types of techniques to address tliepro

Predistribution : Using this type of approach, the setup server
predistributes certain information to each sensor nodbataiven
the ID of another sensor, each sensor node can find a key péth to
other node directly. The drawback is that an attacker maytale
advantage of the predistributed information to attack #isvork.

Real-time discovery Real-time discovery techniques have the
sensors discover key path on the fly. As one possible waypsens
nodes may take advantage of the pairwise keys establishmaytin
direct key establishment. To discover a key path to a secend s
sor, a sensor picks a set of intermediate nodes with whichst h
established pairwise keys. The source node may send reiguest
all these intermediate nodes. If one of the intermediateesaén
establish a pairwise key with the destination node direetlitey
path is discovered. Otherwise, this process may contintle tive
intermediate nodes forwarding the request. Such a proseasi-
lar to a route discovery process used to establish a routeebata
source and a destination node. The drawback is that suctodseth
may introduce substantial communication overhead.

4. KEY PREDISTRIBUTION USING RAN-
DOM SUBSET ASSIGNMENT

In this section, we present an instantiation of the geneaahé-
work by using a random strategy for subset assignment dtinimg
setup phase. That is, for each sensor, the setup servetssalec
random subset of polynomials ifi and assigns their polynomial
shares to the sensor.

This scheme can be considered as an extension to the balsic pro
abilistic scheme in [5]. Instead of randomly selecting kéysn
a large key pool and assigning them to sensors, our methed ran
domly chooses polynomials from a polynomial pool and assign
their polynomial shares to sensors. However, our schenoedifis
fers from [5]. In [5], the same key may be shared by multiple-se
sors. In contrast, in our scheme, there is a unique key betemeh
pair of sensors. If no more thanshares on the same polynomial
are disclosed, no pairwise keys constructed using thisnpofyal
between any two non-compromised sensor hodes will be disdlo

Now let us describe this scheme by instantiating the three co
ponents in the general framework.

Subset assignmentThe setup server randomly generates a set
F of s bivariatet-degree polynomials over the finite field,. For
each sensor node, the setup server randomly picks a subsket of
polynomials fromF and assigns polynomial shares of these
polynomials to the sensor node.

Polynomial share discovery:Since the setup server doesn't pre-
distribute enough information to the sensors for polyndrsiere
discovery, sensors that need to establish a pairwise keytodind
out a common polynomial with real-time discovery techn&jugo
discover a common bivariate polynomial, a sensor node nagdsr
cast a list of polynomial IDs, or alternatively, broadcaseacryp-
tion lista, Ex, (o), v = 1, ..., | F;|, whereK, is a potential pair-
wise key the other node may have, as suggested in [5, 4].

Path discovery: If two sensors fail to establish a pairwise key
directly, they must start path key establishment phaseinDuhis
phase, a source sensor node tries to find another node thiagan
setup a common key with the destination node. The source node
broadcasts a request message, which includes two listdyfgo
mial IDs (one for the source node and the other for the degiima
node), to establish a pairwise key. If one of the nodes tltatives
this request is able to establish a common key with both of the
source node and the destination node, it replies with a rgegbat
contains two encrypted copies of a randomly generated keg: o
encrypted by the pairwise key with the source node, and ther ot
encrypted by the pairwise key with the destination node hBloé
source and the destination node can then get the new pakeyse
from this message. (Note that the intermediate node act&BxCa
in this case.) In practice, we may restrict that a sensor cohgact
its neighbors within a certain range.

4.1 Analysis

Similar to the analysis in [5], the probability of two sensshar-
ing the same bivariate polynomial, which is the probabititgt two
sensors can establish a pairwise kingctly, can be estimated by

s'—1

=0

@)

Figure 1(a) shows the relationship betweeand the combinations
of s ands’. It is easy to see that the closeands’ are, the more
likely two sensor nodes can establish a pairwise key directl

Now let us consider the probability that two sensor nodes can
establish a key through both polynomial share discoverypsait
discovery. Letd denote the average number of neighbor nodes that
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Figure 1: Probabilities about pairwise key establishment

each sensor node can contact. Consider any one ofdhesighbor
nodes. The probability that it shares a pairwise key witthlibe
source and the destination nodes As long as one of thé nodes
can act as an intermediate node, the source and the destinatie
can establish a common key. It follows that the probabilftywmo
sensor nodes establishing a pairwise key (directly or @udly) is
P, =1—(1-p)(1 —p?)*. For example, assuming= 0.3 and
d = 30, we haveP; = 1—(1—0.3)(1—0.09)*° ~ 0.959. Figure
1(b) shows the relationship betweé&h and the combinations of
andd.

It follows from the security analysis in [2] that an attackan-
not determine non-compromised keys if he/she has compeamis
no more thant sensors. Now assume an attacker randomly com-
promisesN. sensors, wheré&/. > ¢. Consider any polynomiaf
in F. The probability off being chosen for a sensor nodeésis
and the probability of this polynomial being chosen exattiynes
amongN. compromised sensor nodes is

(Nc]\ic!i)!i!(%l)i(l B S_I)

S
Thus, the probability of any polynomial being compromisefi =
1- ZZ:O P(i). Sincef is any polynomial inF, the fraction of
compromised links between non-compromised sensors castibe e
mated asP.. Figure 2 includes the relationship between the frac-
tion of compromised links for non-compromised sensors &ed t
number of compromised nodes for some combinationsasfds’.

If an attacker knows the distribution of polynomials over gen-
sor nodes, he/she may target at specific sensors in ordemigroe
mise the keys derived from a particular polynomial. In thise,
the attacker only needs to compromise- 1 sensors. However,
it is generally more difficult than randomly compromisingsers,
since the attacker has to compromisesbkectechodes.

An easy fix to remove the above threat is to restrict that each
polynomial be used for at most 1 times. As a result, an attacker
cannot recover a polynomial unless he/she compromisesiaied
sensors. Though effective at improving the security, thishod
also puts a limit on the maximum number of sensors for a given
combination ofs ands’. Indeed, given the above constraint, the
total number of sensors cannot exc S})'S.

In this scheme, each sensor has to stdre-degree polynomi-
als overF,. Thus, the storage overheadsi§t + 1) log q, which

P(i) = Ne=t,

is equivalent to storing’(t + 1) keys. During polynomial share
discovery, the source node needs to broadcast a litléfs. The
communication overhead is mainly due to the transmissicuch
lists. Once a sensor node determines the polynomial to cempu
a pairwise key, the computational overhead is mainly duén¢o t
evaluation of a&-degree polynomial oveFy,.

4.2 Comparison with Previous Schemes

Now let us compare our scheme with the basic probabilistic [5
the g-composite [4], and the random pairwise keys schemes [4].

Figures 2(a) and 2(b) show the security performance of oar ne
scheme, the basic probabilistic scheme [5], andgtt®mposite
scheme [4]. (We will compare our new scheme with the random
pairwise keys scheme later.) These figures clearly shovbtfate
the number of compromised sensor nodes reaches a certain poi
our scheme performs much better than both of the other scheme
When the number of compromised nodes exceeds a certain point
the other schemes have fewer compromised links than oux&rNe
theless, under such circumstances, none of these scheawisepr
sufficient security due to the large fraction of compromitials
(over 60%). Thus, our scheme clearly has advantages ovbathe
sic probabilistic scheme [5] and tlyecomposite scheme [4].

The random pairwise keys scheme does not allow reuse of the
same key by multiple pairs of sensors. Thus, compromiseragéso
sensors does not lead to the compromise of links between non-
compromised sensors. As we discussed earlier, with a ctsiri
that no polynomial be used more thatimes, our scheme can en-
sure the same property.

Now we compare the performance between our scheme under
the above restriction and the random pairwise keys scherhe. T
maximum number of nodes that our scheme supports can be es-
timated asV = %fl) Assuming the storage overhead in each

sensori€”' = s'-(t+1), we haves = NXTS'Z Together with Equa-

tion 1, we can derive the probability of establishing a p&enkey

directly with a given storage overhead. Figure 3 plots ttebar

bility of two sensors sharing a pairwise key directly in tsraf the

maximum network size for the random pairwise keys scheme [4]

and our scheme. We can easily see that our scheme has lower but

almost the same performance as the random pairwise keymeche
Our scheme has several advantages over the random pairwise

keys scheme [4]. In particular, in our scheme, sensors candbed
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to be resilient against node compromise. Assume each nodeshavailable storage equivalent to 200 keys.

dynamically without having to contact the previously deeld sen-
sors. In contrast, in the random pairwise keys scheme, sfrieic- tablish a pairwise key with another node, and if it can, whaoly-
essary to dynamically deploy sensors, the setup serveroheis t nomial should be used. As a result, there is no communication
ther reserve space for sensors that may never be deployéch wh overhead during polynomial share discovery.

reduces the probability that two deployed sensors sharenanco Suppose a sensor network has at mMéstensor nodes. The grid-
key, or inform some previously deployed sensors of additipair- based key predistribution scheme then construgis@an grid with

wise keys. Moreover, given sensor storage constraintssaheme a set of2m polynomials{f{(z,v), fi (z,y)}i=o,...,m—1, Where
(without the restriction on the reuse of polynomials) aliaive net- m = [\/N}_ As shown in Figure 4(a), each rainin the grid is
work to grow, while the random pairwise keys scheme has aarupp  associated with a polynomig! (z, y), and each columais asso-
limit on the network size. Thus, our scheme would be a more at- ciated with a polynomialf¢(z, ). The setup server assigns each
tractive choice than the random pairwise keys scheme imicert  sensor in the network to a unique intersection in this griok. the
applications. sensor at the coordinaté, 5), the setup server distributes the poly-
nomial shares of(x,y) and f7 (x,y) to the sensor. As a result,
sensor nodes can perform share discovery and path disdoased

on this information.

For convenience, we encode the coordinate of a sensor into a
work, which we callgrid-basedkey predistribution. This scheme ~ Single-valued sensor ID. Lét= [log, m]. Then any valid column
has a number of attractive properties. First, it guarantiegisany ~ OF row coordinate can be represented as-hit binary string. We
two sensors can estab”sh a pairwise key When there iS no Com_then denote the ID of a sensor as the concatenation of thq/blna
promised sensors, provided that the sensors can commeimiitht representations of the column and the row coordinates. aSfnt
each other. Second, this scheme is resilient to node coniggom  cally, we represent an ID constructed from the coordiriatg) as
Even if some sensors are compromised, there is still a high-pr ~ (i,7). For the sake of presentation, we sometimes denoted®
ab|||ty of estab”shing a pairwise key between non_compm <Ci7 Ti), WhereCi and’/'i are the firSt and |a$IbItS Of’i, respectively.

sensors. Third, a sensor can directly determine whethemnites-

5. GRID-BASED KEY PREDISTRIBUTION

In this section, we give another instantiation of the gelrfesiane-
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Figure 4: Grid-based key predistribution

The grid-based key predistribution scheme can be extemded f
the 2-dimension case to andimension one, or a 2-dimension one
with different number of polynomials in each dimension. How
ever, in this paper, we focus on the study of the special Z2dsion
scheme, considering the extended schemes as possible igdrlk.
The details of the grid-based key predistribution scheneepae-
sented below.

Subset assignmentThe setup server randomly generelest-
degree bivariate polynomialg = {f{(z,y), fi (z,y)}i=o,...,
over a finite fieldF,. For each sensor, the setup server picks an un-
occupied intersectiofi, 7) in the grid and assigns it to the node.
Thus, the ID of this sensor D = (i, j). The setup server then
distributes{ID, f; (j,x), fj (¢,x)} to this sensor node. To facil-
itate path discovery, we require that the intersectionscated to
sensors are densely selected within a rectangle area inithé-&-
ure 4(b) shows a possible order to allocate intersectiottsetgen-
sors. It is easy to see that if there exist node& at) and (i', j'),
then there must be a node at eitligrj’) or (i, 5), or both.

Polynomial share discovery: To establish a pairwise key with
nodej, node: checks whethee; = ¢; orr; = r;. If ¢; = ¢j,
both nodes andj have polynomial shares gf’, (z,y), and they
can use the polynomial-based key predistribution schermasttb-
lish a pairwise key directly. Similarly, if; = r;, they both have
polynomial shares of;. (x,y), and can establish a pairwise key
accordingly. If neither of these conditions is true, noflaad; go
through path discovery to establish a pairwise key.

Path Discovery: Nodes: andj need to use path discovery if
¢i # c¢j andr; # r;. However, we note that either node;, r;)
or {(c;j,r;) can establish a pairwise key with both nodesnd ;.
Indeed, if there is no compromised node, it is guaranteedtibee
exists at least one node that can be used as an intermedige no
between any two sensors due to the node assignment algoRthm
example, in Figure 4(a), both nod€, j) and (i, j') can help node
(i, 7) establish a pairwise key with nod¢, ;). Note that nodes
1 andj can predetermine the possible intermediate nodes without
communicating with others.

In some situations, both of the above intermediate nodes may
have been compromised, or are out of communication range- Ho
ever, there are still alternative key paths. For exampldsigure
4(a), besides nodg’, j) and(i, '), node(i, m—2) and(i’, m —2)
can work together to help nodg, j) setup a common key with

node(i’, j'). Indeed, there are up &{m — 2) pairs of such nodes
in the grid.

In general, we can map the set of non-compromised nodes into
a graph, where each vertex in the graph is one of the sensats, a
there is an edge between two nodes if these two sensors higve po
nomial shares of a common polynomial. Discovering a key path
between two nodes is equivalent to finding a path in this graph
Nevertheless, in a large sensor network, it is usually nasifde
for a sensor to store such a graph and run a path discovery algo
rithm. Thus, in our scheme, we focus on the key paths thatiavo
two intermediate nodes. Specifically, a sensor nSdeay use the
following algorithm to discover key paths to sendorthat have
two intermediate nodes.

1. The source nodé determines a se¥” of non-compromised
nodes that can establish pairwise keys v#ttirectly with a
non-compromised polynomiak randomly picks a sev/; of

d sensor nodes fronV. S also generates a random number

r, and maintains a countemwith initial value 0.

. For each node € Ny, S increments the counterand com-
putesK. = F(r,c), whereF is a pseudo random function
[6]. ThenS sends tau the IDs of S and D, ¢, andK. in a
message encrypted and authenticated with the pairwise key
Kg,., betweenS andu.

. If a sensor node € N, receives and authenticates such a
message, it knows that nodewants to establish a pairwise
key with D. Nodew then checks whether the two sensor
nodes(c.,rp) and(cp, r,) are compromised or not. i
finds a non-compromised nodew can establish a pairwise
key with D throughv. Thenu sends the IDs of and D, ¢,
and K. to v in a message encrypted and authenticated with
the pairwise key<., ., betweeru andv.

. If v receives the above message and finds that it can establish
a pairwise key withD, it further sends the IDs & andD, ¢,
and K. to D in a message encrypted and authenticated with
the pairwise key,, p betweerv andD.

. Once the destination node receives a message from such
a nodev, it knows that the source nodewants to establish
a pairwise keyK's p with it. Then it setsK's,p = K., and



informs S the counter value. Finally, S and D can use
K, p to secure their communication.

5.1 Analysis

has to compromise+ 1 nodes to learn the pre-established pairwise
key, and at least+ m sensors to preventandv from establishing
another pairwise key.

Now consider the case in which nodesindv establish a pair-

Since each sensor node has two polynomial shares and each biWise key through path key establishment. The attacker may co

variate polynomial is shared by abowt different sensor nodes,
each sensor node can establish a pairwise key2ith— 1) other
sensor nodes directly. Thus, among all the other sens@gedh
centage of nodes that a node can establish a pairwise kejidise
Hm-l) ~ 2p=D — 2 Moreover, according to the path dis-
covery method, if there is no compromised node, it is guaksht
that any two sensors can establish a pairwise key.

This scheme has reasonable overheads. In terms of storage re

quirements, each sensor only needs to stoted2gree polyno-
mials over F,. In addition, a sensor need store the IDs of the
compromised nodes with which it can establish a pairwisediey
rectly. Thus, the total storage overhead in each sensorrmat
2(t + 1) log ¢ + 2(t + 1)1 bits". In terms of communication over-
head, there is none for direct key establishment. When tisere
an available key path with one intermediate node, there romi
communication overhead, since the sensors know whichniater
diate node to contact. However, when sensors must discaeyer
paths with two intermediate nodes, there will be a numbemof u

k

cast messages, depending on how many nodes have been compr

mised. The computational overhead is essentially the atiahuof
one or multiplet-degree polynomials. We will discuss an improve-
ment technique in Section 6.

Now let us turn our attention to the performance of the grid-
based key predistribution scheme under attacks. For siitypkve
assume there a®¥ = m x m sensors in the network.

An adversary may launch two types of attacks against ounsehe
First, the attacker may target the pairwise key between avbqu-
lar sensors. The attacker may either try to compromise tinevisa
key, or prevent the two sensor node from establishing a [Egrw
key. Second, the attacker may target the entire networkvierlo
the probability that two sensors may establish a pairwisedeto
increase the cost to establish pairwise keys.

Attacks against A Pair of Sensors

We first look at the attacks against a particular pair of nodes
Certainly, for a particular pairwise key, the attacker campro-
mise the key if he/she compromises one of the two relatecbsgns
To understand the security of our scheme, we are more it¢eres
in how difficult it is to compromise a pairwise key without com
promising the related nodes, and how difficult it is to prevero
nodes from establishing a pairwise key.

If nodesu andv can establish a pairwise key directly, the only
way to compromise the pairwise key without compromisingrthe
lated nodes is to compromise the shared polynomial betweset
two nodes. This requires the attacker to compromise at feqst
sensor nodes. Even if the attacker successfully comprentise
polynomial (as well as the pairwise key), the related sensan
still re-establish another pairwise key through path discg From
the path discovery process, we know that there arenstilll pair of
nodes that can help andv re-establish a pairwise key. To prevent
u from establishing a common key with the attacker must com-
promise at least one node in each pair; otherwise, it isp&igbkible
to establish a pairwise key between nadandv through multiple
rounds of path discovery process. Thus, in this case, thelait

.1If t+1 shares of one bivariate polynomial are compromised, there
is no need to remember more compromised sensor IDs, bedause t
polynomial is already compromised. In addition, a sensaferio

promise one of the sensors involved in the key path used ad-est
lish the pairwise key. If the attacker has the message usaliter
the key, he/she can recover the pairwise key. However, thtete
sensors can establish a new key with a new round of path kely-est
lishment once the compromise is detected. To prevent theosen
from establishing another pairwise key, the attacker hatoick all
possible key paths betweerandv. There ar&m —2 key paths be-
tweenu andv that involve one or two intermediate nodes. Besides
the key paths with the compromised node, there are at2east 3
paths. To prevent pairwise key establishment, the attatkero
compromise at least one sensor in each path. Thus, in summary
the attacker has to compromise one sensor involved in thekest
establishment to compromise the pairwise key, and at feast 3
sensors to prevent andv from establishing a pairwise key.

Attacks against the Network

Because the adversary knows the subset assignment meunhanis
he/she may compromise the bivariate polynomialsFione after
another by compromising selected sensor nodes in orderatyfin

gompromise the whole network. Suppose the adversary just co

promised bivariate polynomials ir#F. There are about! sensor
nodes where at least one of their polynomial shares has bsen d
closed. Now consider any pair of sensor nodes: (c,,r.) and

v = (cy, T») among the remainingm — [)m sensor nodes. None
of the polynomial shares of these nodes have been comprmise
According to the assumption that the adversary just comjzean

[ polynomials, we know that nodds.,, ) and{c., r.) have not
been compromised, and either of them can hedmdv establish a
common key. (Indeed, based on our earlier analysis of tlaekst
against a pair of nodes, even if both nodes have been comggdmi
there are many other key paths that can help establish aipaikey
betweenu andv.) Thus, the attacker compromises ab@ui- 1)!
sensor nodeg ¢+ 1 nodes for each bivariate polynomial), but only
affects the pairwise key establishment amanbsensor nodes, in-
cludes the compromised ones.

As an alternative of the systematic attack, the adversagpyrara
domly compromise sensor nodes to attack the path discovery p
cess, in order to make it more expensive to establish parkags.
Assume a fraction op. sensor nodes in the network are compro-
mised. Then the probability that exacttyshares on a particular
bivariate polynomial have been disclosed is

P(k) )mfk‘

= Fm e P
The probability of one particular bivariate polynomial hgicom-
promised isP. = 1 — >"!_ P(i). Thus, on average, there are
2m x P. bivariate polynomials being compromised, and about
2m? x P. sensor nodes have one compromised polynomial share.
Consider any pair of non-compromised sensor nodes in the re-
maining part of the sensor network that have no compromiséd p
nomial share. The probability that the pairwise key betwibem
is compromised ig1 — 20— x p. ~ p.. These two sensor
nodes cannot establish a pairwise key directly, and theosewsle
that can help them establish a pairwise key is compromised.
Figure 5(a) shows the relationship between the fractioroai-c
promised links for non-compromised sensors and the numiber o
compromised sensors. We assume each sensor has avaitable st

only needs to remember a half of each ID, because the serfsors oage equivalent to 200 keys. From the figure, we can see tisat thi

concern share eithey or r; with node:.

scheme has a high security guarantee even when a larg@fracti



the sensors are compromised. For example, in the case ofarsen
network with 20,000 nodes, even if the attacker compronbg8s

of the nodesi(e., 10,000 nodes), only about 0.00131% of the links
for non-compromised sensors are compromised. Thus, theityaj
of the non-compromised nodes are not affected.

Now let us analyze how difficult it is to re-establish a pas®i
key between non-compromised sensors when the network & und
attack. Assume the attacker randomly compromises a fraptio
of the sensor nodes. Let us estimate the probability thatriove
compromised sensor nodesindv cannot establish a pairwise key.
First, from earlier analysis, we know that the probabilkgittu and
v cannot directly establish a pairwise key 1 = 1 — —2.
Second, the probability that botfa., v-) and (v., u.), which are
the two sensors that can halpandv establish a common key, are
compromised iPy2 = p2.

Consider the protocol used to discover a key path with twerint
mediate nodes. Because none of the two polynomials of which
(orv) has shares is compromised, there must be at¥¢ast-t—1)
non-compromised sensors tha(or v) shares a polynomial with.

number of compromised nodes reveals a large fraction oéteicr
the network for these schemes; however, the fraction of comp
mised links is much lower in the grid-based scheme for theesam
number of compromised nodes.

To compare with the random pairwise keys scheme [4], we let
m = t + 1, so that the grid-based scheme can provide the same
degree of perfect security guarantee as the random paikeige
scheme. Given the same storage overhea{iof- 1) = 2m, we
can support a network witin? nodes, and the probability that two
sensors share a common key directlypis= ——. With the same
number sensors and storage overhead, the random pairwise ke
scheme [4] hap = i—"; % which is approximately the same as
our scheme.

In addition to the above comparisons, the grid-based scihame
some unique properties that the other schemes do not pradviic,
when there is no compromised sensors in the network, it isagaa
teed that any pair of sensors can establish a pairwise kbgreit
directly without communication, or through the help of ateime-
diate node. Besides the efficiency in determining the kely,gae

In addition,d is generally a small number, because a sensor usually communication overhead is substantially lower than theipus

cannot communicate with too many intermediate sensorsalie t
limited energy. Thus, itis easy to configén—t¢—1) > d. Each
non-compromised sensor can then pick at ldastnsors to contact
during the path discovery. From the path discovery proctmss,
next node that one of thésensors contacts has probabifityto be
a compromised node. Thus, the probability that this pattosisry
process fails i3 = pd.

By combining the above three cases, the probability:tiennot
establish a pairwise key within a single round of path discovery
can be estimated by = Pyy x Ppa x Prs = (1— 25 )pe ™ =
(m—1)pd+2

m—+1
can establish a pairwise key s = 1 — 1 — pdt2,
Figure 5(b) shows the relationship betwe@pand the fraction of
compromised sensor nodes.

. Thus, the probability that two remaining sensor nodes

%

5.2 Comparison with Previous Schemes

Let us compare the grid-based key predistribution schertte wi
the basic probabilistic scheme [5], thecomposite scheme [4], the
random pairwise keys scheme [4], and the random subsenassig
ment scheme presented in Section 4.

Assume the network size 8§ = 20,000, and each sensor has
the same available storage equivalent to 200 keys). In tite gr
based scheme, we have = 142 andp = 0.014. The four
curves in the right part of Figure 5(a) show the fraction ofneo
promised links as a function of the number of compromised sen
sors givenp = 0.014. We can see the basic probabilistic scheme
has almost the same performance asgtitemposite scheme with
g = 1. Similar to the comparison in Section 4, the random sub-
set assignment scheme and the grid-based scheme perforchs mu
better for less than 14,000 compromised nodes, while notieeof
schemes can provide sufficient security for more than 14c000-
promised nodes because of the large fraction of compronfirges!
(over 60%).

Though p 0.014 is acceptable for the grid-based scheme,
for the basic probabilistic, the-composite, and the random sub-
set assignment schemasshould be large enough to make sure
the whole network is fully connected. Assumpe= 0.33. This

schemes, which requires real-time path discovery even imalo
situations. Second, even if there are compromised sensdre i
network, there is still a high probability that two non-camomised
sensors can establish a pairwise key. Our earlier analgdis i
cates that it is very difficult for the adversary to prevent mon-
compromised sensors from establishing a pairwise key. Herot
words, the grid-based scheme is intrusion tolerant in theeséhat
even if the current pairwise key between two sensors are @mp
mised, as long as these sensors are not compromised, theg-can
establish another pairwise key with a high probability.afiy) due
to the orderly assignment of grid intersections, this sahaitows
optimized deployment of sensors so that the sensors thagsan
tablish pairwise key directly are close to each other, thastty
decreasing the communication overhead in path key edtainist.

6. COMPUTATION IN SENSORS

Evaluating &-degree polynomial is essential in the computation
of a pairwise key in our schemes. This requitesodular multi-
plications and modular additions in a finite filed,, whereg is a
prime number that is large enough to accommodate a crypibigra
key. This implies that should be at least 64 bit long for typical
cryptosystems such as RC5. However, processors in senges no
usually have much smaller word size. For example, ATmegal28
which is used in many types of sensors, only supports 8-bitimu
plications and has no division instruction. Thus, in ordeuse the
basic scheme, sensor nodes have to implement some largerinte
operations.

Nevertheless, in our schemes, polynomials can be evalimted
much cheaper ways than polynomial evaluation in generak ih
mainly due to the observation that the points at which thgmml
mials are evaluated are sensor IDs, and these IDs can benchose
from a different finite fieldF,,,, whereq’ is a prime number that is
larger than the maximum number of sensors but much smaéder th
a typicalg.

During the evaluation of a polynomiglz) = a;x'+a;— 12"~ 1+

- + ao, since the variable: is the ID of a sensor, the modular
multiplication is always performed between an integefinand
another integer inF,,. For example, to compute the product of

requires about2 neighbor nodes for each sensor to make sure the two 64-hit integers on a 8-bit CPU, it takes 64 word multiglic

whole network with 20,000 nodes is connected with a high prob
ability. The three curves in the left part of Figure 5(a) shihe
fraction of compromised links as a function of the numberarhe

tions with the standard large integer multiplication altfon, and
27 word multiplications with the Karatsuba-Ofman alganitiig].
In contrast, it only takes 16 word multiplications with tharsdard

promised sensors for the above three schemes. We can se#l a smaalgorithm to compute the product of a 64-bit integer and it 6-
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Figure 5: Performance of the grid-based key predistribution scheme under attacks

integer on the same platform. Similarly, reduction of thedg@rod-
uct (which is an 80-bit integer) modulo a 64-bit prime is about
75% cheaper than the former product (which is a 128-bit Erleg
Considering the lack of division instruction in typical senpro-
cessors, we further propose to ugen the form of¢’ = 28 + 1.
Because of the special form qf = 2'® + 1, no division oper-
ation is needed to compute modular multiplicationsFip [14].
Two natural choices of such prime numbers a5 = 2% + 1
and 65,537 = 2'6 4+ 1. Using the random subset assignment

tropy of the key for a coalition of no more thaother sensor nodes
H I+1 n
isT - [logy g’ — (2 — 27)], wherel = [log, ¢'] andr = [%].

Consider a 64-bit key. If we chooggé = 2 + 1, the entropy
of a pairwise key for a coalition of no more tharcompromised

sensor nodes isx [log,(2'¢+1) — (2 — %)] = 63.9997 bits.

If we choose’ = 2% + 1, this entropy is thes x [log,(2® + 1) —
(2 2 )] = 63.983 bits. Thus, the adapted scheme still provides

— 55T

scheme, they can accommodate up to 256 and 65,536 sensors, resufficient security despite of the minor leak of information

spectively. Using the grid-based scheme, they can accomtmod
up t02562 = 65,536 and 65, 536> = 4,294, 967, 296 sensors,
respectively.

To make full advantage of the special form¢df we propose to
adapt the basic polynomial-based key predistribution ictiSe 2
so that a large key is split into pieces and each piece islulistd
to sensors with a polynomial ovér,,. The same technique can
be easily applied to all polynomial pool-based schemes siigfnt
modification.

Assume each cryptographic keyrisbits. The setup server di-
vides then-bit key into r pieces ofi-bit segments, wheré =
|log, ¢'| andr [#]. For simplicity, we assume = [ - r.
The setup server randomly generateisdegree bivariate polyno-
mials { f»(z,y) }v=1,...,» Over F, such thatf,(z,y) = fu(y,z)
forv = 1,---,r. The setup server then gives the correspond-
ing polynomial shares on thesgpolynomials to each sensor node.
Specifically, each sensor nodeeceives{ f. (i, z) }v=1,... ,»- With
the basic scheme, each of thespolynomials can be used to es-
tablish a common secret between a pair of sensors. Thesarsens
then choose theleast significant bits of each secret value as a key
segment. The final pairwise key can simply be the concatamafi
theser key segments.

It is easy to verify that this method requires the same number
of word multiplications as the earlier one; however, beeanfsthe
special form ofg’, no division operation is necessary in evaluating
the polynomials. This can significantly reduce the compaitabn
processors that do not provide division instruction.

The security of this scheme is guaranteed by Lemma 1.

LEMMA 1. In the adapted key predistribution scheme, the en-

7. RELATED WORK

Our schemes are based on the polynomial-based key prbdistri
tion protocol in [2]. The protocol in [2] was intended to dibute
group keys, and is generally not feasible in sensor netwdtks
schemes only use the two-party case of this protocol; byrarihg
the basic polynomial-based scheme with other techniquels asi
polynomial pool, our schemes can achieve performance loeyjren
basic protocol.

Eschenauer and Gligor [5] proposed a probabilistic keyipted
bution technique to bootstrap the initial trust betweerseenodes.
The main idea is to have each sensor randomly pick a set of keys
from a key pool before deployment. Then, in order to esthldis
pairwise key, two sensor nodes only need to identify the comm
keys that they share. Chan et al. further extended this ialg@-
pose they-composite key predistribution [4]. This approach allows
two sensors to setup a pairwise key only when they sharesttjea
common keys. Chan et al. also developed a random pairwise key
scheme to defeat node capture attacks. In our analysis lierear
Sections, we have demonstrated that our techniques are@upe
these schemes.

There are many other related works in sensor network sgcurit
Stajano and Anderson discussed bootstrapping trust betdee
vices through location limited channels such as physicataui
[13]. Carman, Kruus, and Matt studied the performance ofra-nu
ber of key management approaches in sensor network onetiffer
hardware platform [3]. Wong and Chan proposed to reduce the
computational overhead for key exchange in low power comput
ing device with the help of a more power server [15]. Perrig et



al. developed a security architecture for sensor netwosksch
includes SNEP, a security primitive building block, gn@iESLA
[12], an adaption of TESLA [10, 11]. In our previous work, we
proposed a multi-level key chain method for the initial coithm
ment distribution inu TESLA [9]. Basagni et al. presented a key
management scheme to secure the communication by pelfigdica
updating the symmetric keys shared by all sensor nodes [d-H
ever, this scheme assumes a tamper-resistant device &xiptio¢
key, which is not always available in sensor networks. Wood a
Stankovic identified a number of DOS attacks in sensor négsvor
[16]. Karlof and Wagner pointed out security goals for rogti
in sensor networks and analyzed the vulnerabilities as agethe
countermeasures for a number of existing routing protg@jls

8. CONCLUSIONS AND FUTURE WORK

In this paper, we developed a general framework for polyno-
mial pool-based pairwise key predistribution in sensomoeks
based on the basic polynomial-based key predistributiof2]in
This framework allows study of multiple instantiations afgsi-
ble pairwise key establishment schemes. As two of the pessib
instantiations, we developed the key predistribution sehéased
on random subset assignment, and the grid-based key pilealist
tion scheme. Our analysis of these schemes demonstratdabtha
schemes are superior to the existing approaches.

Several directions are worth pursuing in our future rededfast,
the grid-based scheme can be easily extendedrtalianensional
or hypercube based scheme. We would like to further invatgig
properties of such extensions and compare them with théirexis

[8] D.E. Knuth.The Art of Computer Programmingolume Vol.
2: Seminumerical Algorithms. Addison-Wesley, third
edition, 1997. ISBN: 0-201-89684-2.

D. Liu and P. Ning. Efficient distribution of key chain
commitments for broadcast authentication in distributed
sensor networks. IRroc. of the 10th Annual Network and
Distributed System Security Symposipages 263-276,
February 2003.

A. Perrig, R. Canetti, D. Song, and D. Tygar. Efficient
authentication and signing of multicast streams over lossy
channels. IrProc. of IEEE Security and Privacy Symposjum
May 2000.

A. Perrig, R. Canetti, D. Song, and D. Tygar. Efficientan
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Network and Distributed System Security Symposium
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2] A. Perrig, R. Szewczyk, V. Wen, D. Culler, and J.D. Tygar
Spins: Security protocols for sensor networksPhc. of
Seventh Annual Int’l Conf. on Mobile Computing and
Networks July 2001.

F. Stajano and R. Anderson. The resurrecting duckling:
security issues for ad hoc networks.Rroc. of 7th Int'l
Workshop on Security Protocolsages 172—-194, 1999.

W. Stallings.Cryptography and Network Security:
Principles and PracticePrentice Hall, 2nd edition, 1999.
D. Wong and A. Chan. Efficient and mutually authentidate
key exchange for low power computing devicesPhoc.
ASIACRYPT 200,1December 2001.

9]

[10]
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[14]

[15]

techniques. Second, we observe that sensor nodes have lew mo[16] A. D. Wood and J. A. Stankovic. Denial of service in sanso

bility in many applications. Thus, it may be desirable toelep
location based schemes so that the nodes that can dire@blisk
a pairwise key are arranged to be close to each other.
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APPENDIX
A. PROOF OF LEMMA 1

Assume that nodesandv need to establish a pairwise key. Con-
sider a coalition of no more thanother sensor nodes that tries to
determine this pairwise key. According to the security pafdhe
basic key predistribution scheme [2], the entropy of theethae-
cret derived with any polynomial ikg ¢’ for the coalition. That
is, any value from the finite field, is a possible value of each of
{fj(u,v)};=1,...,r for the coalition. Since each piece of key con-
sists of the last = |log, ¢’ ] bits of one of the above values, values
from 0 tog’ — 2! — 1 have the probability;—, to be chosen, while
the values fromy’ — 2' to 2 — 1 have the probability; to be
chosen. Denote all the information that the coalition knas§’.
Thus, for the coalition, the entropy of each piece of key sagm

Kjj=1,---,ris
¢ —2t—1 9 , 2l 1 1
q
H(K;|C) = > Zlog, = + — log, ¢’
, q 2 q
=0 i:q’72l
2(q/ _ 2l) / 2l+1 _ q/ ,
= Tlog25 + TIOng
2l+1

=log,q — (2 — 7 )
Since ther key segments are distributed individually and inde-
pendently, the entropy of the pairwise key for the coaliin

HKIC) = Y UG = logad — (2= 20

j=1




